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Copyright © 2007, SANY Consortium

The SANY Consortium (www.sany-ip.eu) grants third parties the right to use and distribute all or
parts of this document, provided that the SANY project and the document are properly
referenced.

THIS DOCUMENT IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT
OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
DOCUMENT, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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1. Introduction

The present version 1 of the Proxy Service is a sewice specification that was developed
during the SANY project as answer to the demargufiport non-intrusive security.

This document specifies the interfaces implemebtethe Proxy Service as well as their
main purpose and provides a formal descriptionhef implemented operations in WSDL and
XML-Schema in conformance to the guidelines anégwf the SANY Web Services Platform
defined in the SensorSA.

The relations to SANY technical requirements amehpess of the specification work with
respect of the individual project phases are docuetkein the D2.4.x Deliverables.

2. Overview and Architecture Outline

2.1. Role and Scope of the Proxy Service

The Proxy Service acts as transparent proxy tossootity enabled web services and provides
in conjunction with a Generic PEP Service non-isitra web service security for SOAP web
services. It enables both security-enabled andseanrity-enabled clients to access a proxied
web service via the same interface.

Each instance of a Proxy Service is specific toraipd service which means that the
interface of the Proxy Service is identical to tbata proxied service. Therefore the Interface
Specification of the Proxy Interface cannot defiaey operations but will be generated
automatically for each service type that has tadmess controlled.

2.2.  Service Specification Summary

The specification of the Proxy Service is comprisédhe following interfaces that are defined
in distinct interface type specifications:

* The Proxy Interface

No formal platform-specific description of the PydRervice is available since the Proxy
Service does not provide any operations througintenface.
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3. Context of the Proxy Service

3.1. Relations to Standards

The Proxy Service uses the concepts and standb@K&2JAS WS-Security to provide the

optional security information encoded in SAML iretSOAP header.

3.2. Relations to Information Models

Apart from the parameter types described in thisudwent, the there are no additional relations
to information models.

3.3. Relations to other Service Specifications

The Proxy Service uses the Generic PEP Servicecure a proxied service.
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4. Specification of the Proxy Interface

The Proxy Interface of the Proxy Service does refind operations by itself but mimics the
interface of an arbitrary web service. A softwacenponent, the Proxy Generator, is used to
automatically generate a service specific ProxyusThhe WSDL of the Proxy and the proxied
services are identical and the communication betwaenon-security-enabled client and a
proxied service through the Proxy is fully trangudr In contrast, a security-enabled client will
put additional security information into the SOAPBalder before invoking an operation of the
proxied service. The additional security informatmmprises a SAML token previously issued
by an Identity Management and Authentication Sexviélthough security information is not
described in the WSDL a security-enabled client easily find out about the security
capabilities of a service by evaluating its capaed. Whether and how a service supports
security is described in the capabilities of a mervThe Proxy will automatically add this
information to the original capabilities of a pregdiservice.

PEP
Generated WS-Stack
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Request
. proxied
PEP WSDMLeItrr:tg\drface Java Generic WS Web Service
WSDL Delegation Implementation Client Response
Verify ticket Verify service request authorisation
7 @
g B
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(security enabled) Authentication Authorisation
Client Service Service

Figure 1: Collaboration with Authentication and Authorisation Services
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