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1. Introduction

The present version 1.1 of the Policy EnforcememviSe is a new service specification that was
developed during the SANY project as an answerh® demand to support non-intrusive
security.

This document specifies the interfaces implemebtethe Policy Enforcement Service as
well as their main purpose and provides a formakdption of the implemented operations in
WSDL and XML-Schema in conformance to the guiddeirend rules of the SANY Web
Services Platform defined in the SensorSA [SANY33. The overall Access Control Services
Pattern applied in SANY is also described in detabensorSA.

The relations to SANY technical requirements amahpess of the specification work with
respect of the individual project phases are docuetkein the D2.4.x Deliverables.

2. Overview and Architecture Outline

2.1. Role and Scope of the Policy Enforcement Servi  ce

The Policy Enforcement Service is a Policy enforeetrpoint (PEP) that is able to protect an
arbitrary web service. It receives a service regjuesa protected service and requests an
authorisation decision from a policy decision poiRDP), usually an instance of the Policy

Management and Authorisation Service. Dependingthen authorisation decision (currently

permit or deny) it forwards the original requesttbe protected service or returns an error
message (access denied).

The advantage of this approach is the ability wvigle non-intrusive web service security
where the protected service may remain untouchkd.riain disadvantage of this approach is
that the PEP implements a different interface thanprotected service and therefore needs extra
security-enabled client components. As a conseguéme protected service itself is no longer
.visible* and directly accessible within the networ

To overcome this limitation the Service Proxy wagdfied. It enables both security-
enabled and non-security-enabled clients to acxg@setected web service via the same interface
by providing additional security information in aaythat the actual service request remains
valid for an unsecured service. OASIS standardsegehthis by providing security relevant
information in the SOAP Header only.

Copyright © 2009, SANY Consortium Page 8 of 27
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Generic .
PEP Proxy - | SANY Service

WSDL WSDL
A’ A

|

LT

Ty *
Secure Regular
Service Service
Client Client

Figure 1: Non-intrusive web service security

To simplify matters the box “Generic PEP Proxy'tive above figure represents the Policy
Enforcement Service and the Service Proxy.

In conjunction with OASIS WS-Security standardse tbptional security information
encoded in SAML is provided in the SOAP header avtfile actual service request in the SOAP
body remains unchanged.

SOAP Envelope

Header

Body SOAP SOAP
- Service Request response r := Response | or| Fault
Message m := for S Message Message
SOAP Envelope
Header
security security extensions security extensions
Body SOAP SOAP
M . Service Request . Response or Fault
essage m = for S response r = Message Message

Figure 2: SOAP Security (WS-Security)
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Due to the generic OASIS WS-Security based apprélaePolicy Enforcement Service
may be used in conjunction with the Service Praxgdcure any SOAP enabled web service. As
already mentioned, the Policy Enforcement Serviegdies on session information (a SAML
token) that has to be provided by a service requeAt security-enabled client therefore has to
interact with the Identity Management and Autheatian Service first, before invoking a service
through the Service Proxy. To facilitate the inggmgm into existing clients, a component is
provided that handles the communication with thentdy Management and Authentication
Service and automatically adds the session infoomab each service request.

2.2.  Service Specification Summary

The specification of the Policy Enforcement Senisceomprised of the following interfaces that
are defined in distinct interface type specificatip

» The Service Capabilities Interface

* The PEP Interface

The formal platform-specific description of the eglEnforcement Service can be found in
Appendix A: XML Schema and WSDL Documents.

Copyright © 2009, SANY Consortium Page 10 of 27
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3. Context of the Policy Enforcement Service

3.1. Relations to Standards

The Policy Enforcement Service uses the conceptsi@mdards of OASIS WS-Security.

3.2. Relations to Information Models

Apart from the parameter types described in thisudeent, the there are no additional relations
to information models.

3.3. Relations to other Service Specifications

The Policy Enforcement Service uses the Identithddgement and Authentication Service and
the Policy Management and Authorisation Servicevatidate session information (SAML
Token) and to request an authorisation decisiomrelles furthermore on a service specific
Service Proxy if non-intrusive web service secusityall be provided.

Copyright © 2009, SANY Consortium Page 11 of 27
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4. Specification of the Service Capabilities Interf — ace

The Service Capabilities Interface has originallgeh described in the ORCHESTRA
Specification of the OA Basic Service. To mainthackward compatibility to ORCHESTRA
Services (e.g. the Catalogue Service), this interfamains unchanged.

4.1. getCapabilities Operation

The specification of the getCapabilities operatias been copied without any modification from
the respective ORCHESTRA interface specificatioANS specific changes are only required
on the level of the capabilities document itself.

The mandatory getCapabilities operation informsdient of the capabilities of an service
instance. This operation takes into account thaduiition to capabilities that may be common to
all services in a service network a service mayigea specific set of capabilities. Furthermore,
this operation allows the capabilities to be deldke according to different service meta-
information schemas. This implementation specificatherefore does not prescribe a certain
schema to be used for the service capabilities. @several schemas to be supported as well as
a default schema have to be defined in the cowofextservice network.

A service meta-information document is returnedhi® requesting client, either complete
or including selected parts according to the gsections in the request.

A request to perform the getCapabilities operasball include the parameters listed and
defined in Table 1. This table also specifies tl¢adype (Type), the obligation [optional |
mandatory] (Use) and a short description (Desanptof each listed parameter. Furthermore the
“Description” shall state the consequences forisermstances if the correspondent parameter is
optional and omitted. Although some values listedthie “Name” column appear to contain
spaces, they shall not contain spaces.

Compliance Identical to ORCHESTRA Specification

Overrides Not applicable

Preconditions none

Post conditions Service meta-information document returned to retjug client, either

complete or including selected parts accordindpéogiven sections in
the request

Use mandatory

Receives Name | Type Use Description

Specifies the parts of the
meta-information to be
mandatory| returned. If absent, all
parts shall be returned
using the default schema.

OA_GetCapabilities

request Request

Copyright © 2009, SANY Consortium Page 12 of 27



S@NY <

Specification of the Policy Enforcement Service

Returns

Type Description
Service capabilities of the specific
OA_CapabilitiesDocument service instance for the specific
Service.
Throws

Type

Cause

OA InvalidParameterValue

-

Operation request contains an invali
parameter value. Return the name of
the parameter with invalid value.

OA_MissingParameterValue

Operation request does not include a
parameter value. Return the name of
the missing parameter.

OA_NoApplicableCode

No other basic or service-specific
exception type applies.

OA _InternalError

A problem occurred in the runtime
environment (e.g. out of memory).

OA_VersionNegotiationFailed

List of versions in aptSpecVersions
parameter value in the getCapabilities
request did not include any version
supported by the service instance.

OA_UnsupportedSchema

The sections parameter in the
getCapabilities request referred to a
schema unsupported by the service
instance.

Table 1: Specification of the getCapabilities Operation

The formal platform-specific specification of thetGapabilities operation can be found in
Appendix A: XML Schema and WSDL Documents.

getCapabilities
getCapabilitiesRequest

getCapabilitiesEesponse

Figure 3: getCapabilities Operation

Copyright © 2009, SANY Consortium
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41.1

OA_GetCapabilitiesRequest Type

The OA_GetCapabilitiesRequest Type consists ofdtewing elements:

acceptFormats: Optional parameter containing ariped sequence of zero or more
response formats desired by the caller, with prefeformats listed first. The formats are
to be expressed in terms of MIME types. Independéfite contents of this element, the
returned capabilities can always be formatted atiogrto the default MIME type which
Is defined as “text/xml”.

acceptSpecVersions: Optional parameter containimgi@&itized sequence of zero or
more specification versions of the service acceftgdhe client, with the preferred
versions listed first. If no versions are includedhe request, the highest version that the
service supports shall be used.

sections: Optional parameter specifying the schdora service meta-information
according to which the capabilities shall be stued. In addition the names of requested
sections in the complete set of meta-informatic@mants can be listed. If absent, the
complete service capabilities shall be returneacttired according to a default schema.

v 04 _GetCapabiliiesRequest

4.1.2

< w acceptFormats
L

Bo mag e ans
[ - e it ey i i

<" =ections
b

O Aa MimeTun
'|_|_l = | B

. contentType

" subType S, @ string

acceptSpeciersions bt el H st

. w schemaMame

\.-

% e = [0.%T H string
Figure4: OA_GetCapabilitiesRequest

OA_GetCapabilitiesResponse Type

The OA_GetCapabilitiesResponse Type consists dioll@ving elements:

Copyright © 2009, SANY Consortium Page 14 of 27



S@NY <

Specification of the Policy Enforcement Service

» capabilitySections: Capabilities as meta-infornratidocument which is internally
structured according to the indicated format and ihdicated schema. It is either
complete or includes only selected parts accorttirtbe given sections in the request.

« format: MIME type of the format in which the capl#i@s are returned as value of the
capabilitySections parameter. The value of thishaite may always denote the default
MIME Type “text/xml” indicating that the capabilgs are formatted in XML.

» schemaName: Schema according to which the capabitite returned. The value is the
same as the one contained in the sections paramktiie request. If not explicitly
included in the request, the value indicates tHautieschema.

» version: Version number of the specification to evhithe delivered service meta-
information document is conform.

v OA_GetCapabilitiesResponse

o et anshiifiesR esnnncs
. OA_GetCapabiliiesResponse

< capabilitySections s, B anyType
-,
<y format > B8 OA_MimeT
'--Zw. .
contentType E s
subType o = g
"9 schemaMame < 2 0A _Ca 5
b
T OA_ =
¢ identifier S, @ anyUR]
H s

VErsion %

Figure5: OA_GetCapabilitiesResponse
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5. Specification of the PEP Interface

The PEP Interface is designed to interact withdamtity Management and Authentication and a
Policy Management and Authorisation Service. Itifies the genuineness of the security
information by calling the Identity Management afdthentication Service and then delegates
the evaluation of the access policies to an extgonlcy decision point (PDP), the Policy
Management and Authorisation Service.

5.1. doRequest Operation

The mandatory doRequest operation takes as panaaségvice request to an unsecured service
plus additional security information that are neaeg to perform an authorisation request. The
doRequest operation verifies the identity(s) of thguestor and asks a Policy Management and
Authentication Service if the identity is allowem gerform a definded action (usually the request
to the proxied service). If the requestor is peeditto perform the requested action the
doRequest delegates the service request to thecurese service. Otherwise it return an
appropriate access denied exception.

A request to perform the doRequest operation shallde the parameters listed and
defined in Table 2. This table also specifies thatadtype (Type), the obligation
[optional|mandatory] (Use) and a short descript{@escription) of each listed parameter.
Furthermore the “Description” shall state the caoumamces for service instances if the
correspondent parameter is optional and omittetholigh some values listed in the “Name”
column appear to contain spaces, they shall ndasospaces.

Compliance Not applicable
Overrides Not applicable
Preconditions None
Post conditions | None
Use Mandatory
Recetves Name Type Use Description
doRedquest It contains the original service request
request q mandatory | plus security information (e.g. SAML
Request
tokens).
Returns Type Description
It contains the response of the unsecured servicg o
doRequestResponse
an error message.
Throws Type Cause
OA_InternalError A problem occurred in the runtime environment
(e.g. out of memory).

Table 2: Specification of the doRequest Operation

Copyright © 2009,

SANY Consortium
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The formal platform-specific specification of th@Rkequest operation can be found in
Appendix A: XML Schema and WSDL Documents.

' doRequest '
: doRequestRequest

T -
I doRequestResponse

q_ ______________________
I InternalError |nternalError

e e e e e e e e e e

Figure 6: doRequest Operation

5.1.1 doRequest Type

The doRequest Type contains the original servigaest to the unsecured service, including the
original URL of the secured service, the operatmimvoke, etc, as well as additional metadata
that is required to take an authorisation decidiggually this metadata consists of SAML tokens
and XACML actions.

Copyright © 2009, SANY Consortium Page 17 of 27
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Figure 7: doRequestRequest

¥ Request %0 Request
\/;:» Headers s, €% Headers
o Body ) €2 Bod
<" Operation } B Qhlame
/‘_. Endpoint E anyUR
'y Context =, €% Context
% Request
i;;- Headers €3 Headers
' Body s, €3 Body
. Operation H QMame
(\_m\x @ anyURT
b Context _;, £ Contex
2 Context
"y Parameters s, €9 Paramete
'/W s &% Envelope
5.1.2 doRequestResponse Type

The Response Type consists of the following element

»  XMLResponse: Contains the unmodified XML responisthe unsecured service

* BinaryResponse: Contains the unmodified binary oesp of the unsecured

services (e.g. a binary WMS response)

* ProcessingFault: Contains a detailed error messageanternal error occurred

* PermissionFault: Contains a detailed error messdigan authorisation or

authentication error occurred (e.g. access denied)

Copyright © 2009, SANY Consortium
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w Response 32 Response

B2 Deznonze

{.}p XMLResponse \_]['3--1] €3 XMLResponse

.. [0..1] €3 BinaryResponse

£ BinaryResponse S

<_¥ ProcessingFault | /[‘ €3 ProcessingFault

@2 Throwable [3ite

4 Wessage: =041 @ string

< p

/ p StackTrace : €% StackTrace
-*\"f... Cause |» >[‘3-- 1] B2 Throwable

(it >[D..1’i £¥ PermissionFault

Lg':gTi'lrl:l'."'.'EblE _- E

A 0. 1] @ string
Message L string

\\. /)

& | StackTrace : €% StackTrace

-*\"f... Cause |» >[‘3-- 1] B2 Throwable

Figure 8: doRequestResponse
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6. References

SANY D2.3.3, 2009

SANY-D2.4.3, 2009

SANY -Authentication

SANY -Authorisation

SANY -ProfileM anagement

SANY D2.3.3 “Specification of the Sensor Service
Architecture V2", SANY IP document; available
from SANY website:

<http://sany-ip.eu/biblio

SANY D2.4.3 “Sensor Service Specification V2,
SANY IP document; available from SANY
website:

<http://sany-ip.eu/biblio

Specification of the Identity Management and
Authentication Service (Version 1.1), SANY
Consortium, Editor: Environmental Informatics
Group (EIG), available from SANY website:
<http://www.sany-ip.eu/bibli®

Specification of the Policy Management and
Authorisation Service (Version 1.1), SANY
Consortium, Editor: Environmental Informatics
Group (EIG), available from SANY website:
<http://www.sany-ip.eu/biblis

Specification of the Profile Management Service
(Version 1.1), SANY Consortium, Editor:
Environmental Informatics Group (EIG), available
from SANY website:

<http://www.sany-ip.eu/bibli®

Copyright © 2009, SANY Consortium

Page 20 of 27



S@NY e

Specification of the Policy Enforcement Service

7. Appendix A: XML Schema and WSDL Documents

7.1. XML Schema Documents
The following XML Schema Documents define the dgtses of this service.

The XML schema documents of the used data typesdameled in a zip file with the
present document and can be downloaded at

http://repository.sany-ip.eu/svn/schemas/v2/scheacartity/

and from the SANY website

http://www.sany-ip.eu/

In addition to XML Schema Documents specified imsthAppendix, this specification
requires several normative XML Schema Documentgs&éhXML Schema Documents define
the common data types, e.g. common Exception TyReesic Data Types and the GML Profile.

This file contains the XML Schema documents of A Basic Service and Policy
Enforcement Service.

The namespaces
http://www.enviromatics.net/WS/PEP/commons/commaiin/types and
http://www.enviromatics.net/WS/PEP/exceptions

are used.

7.1.1 pep_exceptions.xsd

<?xm version="1.0" encodi ng="UTF-8"?>

<schema xm ns="http://ww. w3. org/ 2001/ XM_Schena"
t ar get Nanespace="htt p: // ww. envi romati cs. net/ W5/ PEP/ excepti ons"
xm ns: pex="http://ww. enviromatics. net/ W5/ PEP/ excepti ons"

xm ns: pcc="http://ww. envi romati cs. net/ W5/ PEP/ conmons/ communi cati on/types"
el enent For nDef aul t =" qual i fi ed">
<i mport
nanespace="http://ww. envi romati cs. net/ W5/ PEP/ cormons/ conmuni cati on/types”
schenalLocati on="pepcommons_comuni cation_types. xsd"/ >

<el enent name="Internal Error" type="pex:|Internal Error"/>
<conpl exType name="Internal Error">
<sequence>
<el ement nane="Message" type="string"/>
<el enent ref="pex: Stacktrace"/>
</ sequence>
</ conpl exType>

<el ement name="St acktrace" type="pcc: AnyEl ement"/ >
</ schema>

Copyright © 2009, SANY Consortium Page 21 of 27
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7.1.2 pepcommons_communication_types.xsd

<?xm version="1.0" encodi ng="UTF-8"?>
<schema xm ns="http://ww. w3. or g/ 2001/ XM_.Schenma"

t ar get Nanespace="htt p: // ww. envi romat i cs. net/ W5/ PEP/ cormobns/ communi cation/typ

es

xm ns: pcc="http://ww. envi romati cs. net/ W5/ PEP/ conmons/ conmruni cati on/ types

xm ns: sanl a="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion"
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
el ement For mDef aul t =" qual i fied">
<i mport namespace="urn:oasi s: nanes:tc: SAM.: 2. 0: assertion”
schenmalLocati on="http://docs. oasi s-open. org/ security/sam /v2.0/sanl -schena-

assertion-2.0.xsd"/>

<i mport namespace="http://schenmas. xn soap. or g/ soap/ envel ope/ "
schenmalLocati on="http://schemas. xn soap. or g/ soap/ envel ope/ "/ >

<el enent nane="Request" type="pcc: Request"/>
<conpl exType nanme="Request">

<sequence>
<el enent
<el enent
<el enent
<el enent
<el enent
</ sequence>
</ conpl exType>

ref ="pcc: Headers"/ >

ref ="pcc: Body"/ >
nane="Cperation" type="QNane"/>
name="Endpoi nt" type="anyURl "/>
ref ="pcc: Context"/>

<el ement nanme="Headers" type="pcc: Headers"/>
<conpl exType nane="Headers">

<sequence>
<el enment
</ sequence>
</ conpl exType>

ref ="pcc: Header" m nCccurs="0" naxQccur s="unbounded"/ >

<el enent nane="Header" type="pcc: AnyEl enent"/ >
<el enent nane="Body" type="pcc: AnyEl enent"/>
<conpl exType nanme="AnyEl enent ">

<sequence>

<any nanmespace="##ot her" m nQccurs="0" maxCccurs="unbounded"
processCont ents="| ax"/ >

</ sequence>
</ conpl exType>

<el ement name="Context" type="pcc: Context"/>
<conpl exType nane="Cont ext">
<conpl exCont ent >
<ext ensi on base="pcc: Request ">
<sequence>

<el enent ref="pcc: Paraneters"/>
<el enent ref="pcc: Tickets"/>
<el enent ref="pcc: Envel ope"/>

</ sequence>
</ ext ensi on>
</ conpl exCont ent >

</ conpl exType>
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<el ement name="Paraneters" type="pcc: Paraneters"/>
<conpl exType name="Paraneters">

<sequence>
<el enent

ref="pcc

maxQccur s="unbounded"/ >

</ sequence>
</ conpl exType>

:Paranmeter” m nQccurs="0"

<el enent nane="Paraneter" type="pcc: Paraneter"/>
<conpl exType name="Paraneter">

<sequence>

<el ement nanme="Val ue" type="string"/>

</ sequence>

<attribute name="nane" type="string"/>

</ conpl exType>

<el enent nane="Ti ckets" type="pcc: Tickets"/>
<conpl exType nanme="Ti ckets">

<sequence>
<el enent

ref ="sanl a: Assertion"

maxQccur s="unbounded"/ >

</ sequence>
</ conpl exType>

m nQccur s="0"

<el enent nanme="Envel ope" type="pcc: Envel ope"/>
<conpl exType nanme="Envel ope">

<sequence>
<el enment
</ sequence>
</ conpl exType>

ref =" soapenv: Envel ope"/ >

<el enent nane="Response" type="pcc: Response"/>
<conpl exType nane="Response">

<sequence>
<el enent
<el enent
<el enent
<el enent
</ sequence>
</ conpl exType>

ref="pcc
ref="pcc
ref="pcc
ref="pcc

: XMLResponse" m nCccurs="0"/>

: Bi nar yResponse"
. Processi ngFaul t™
. Perm ssionFaul t"

m nCQccur s="0"/>
m nCccurs="0"/>
m nCccurs="0"/>

<el enent nane="XMLResponse" type="pcc: AnyEl enent"/ >

<el ement name="Bi nar yResponse" type="string"/>

<el enent nanme="Processi ngFaul t" type="pcc: Throwabl e"/ >

<el enent nane="Perm ssionFaul t" type="pcc: Throwabl e"/ >

<el ement name="Throwabl e" type="pcc: Throwabl e"/>
<conpl exType name="Thr owabl e" >

<sequence>

<el enent nane="Message" type="string" m nCccurs="0"/>

<el enent

<el ement name="Cause" type="pcc: Throwabl e"

</ sequence>

ref="pcc

. StackTrace"/ >

<attribute name="cl ass" type="string"/>

</ conpl exType>

<el ement name="StackTrace" type="pcc: StackTrace"/>

m nCQccur s="0"/>
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<conpl exType nanme="St ackTrace">

<sequence>
<el enment
</ sequence>
</ conpl exType>

ref ="pcc: StackTraceEl enent"” nmaxQOccur s="unbounded"/ >

<el ement nanme="StackTraceEl enment" type="pcc: StackTraceEl ement"/>
<conpl exType nanme="St ackTraceEl enent ">

<sequence>
<el enent
<el enent
<el enent
<el enent

</ sequence>

</ conpl exType>

</ schema>

nane="Decl ari ngCl ass" type="string"/>

nane="Met hodNane" type="string"/>
nane="Fi | eNane" type="string" m nCccurs="0"/>
nane="Li neNunber" type="integer" m nCccurs="0"/>
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7.2. WSDL Document

The following WSDL Version 1.1 document is the famspecification of the Policy
Enforcement Service according to rules of the “SAMMDb Services Platform”. It defines the
mandatory SOAP binding.

The WSDL document is bundled in a zip file with theesent document and can be
downloaded at

http://repository.sany-ip.eu/svn/schemas/v2/wsdlisty/ and from the SANY website

http://www.sany-ip.eu/

<?xml version="1.0""?7>
<wsdl : definitions xmns: xs="http://ww. w3.org/ 2001/ XM_Schenga"
xm ns: soap="http://schemas. xm soap. or g/ wsdl / soap/ "
xm ns: http="http://schemas. xm soap. org/ wsdl / http/"
xm ns: mine="http://schemas. xm soap. org/ wsdl / mi ne/ "
xm ns: wsdl =" http://schemas. xm soap. or g/ wsdl /"
xm ns: pep="http://ww. envi romati cs. net/ W5/ PEP/ PEPSer vi ce"

xm ns: pcc="http://ww. envi romati cs. net/ W5/ PEP/ conmons/ conmruni cati on/ t ypes”
xm ns: pex="http://ww. enviromatics. net/ W5/ PEP/ excepti ons"
nanme="PEPSer vi cel nst ance"
t ar get Nanespace="http://ww. envi romat i cs. net/ W5/ PEP/ PEPSer vi ce"
xm ns: pl nk="http://docs. oasi s- open. or g/ wsbpel / 2. 0/ pl nkt ype" >
<wsdl : types>
<xs:schem
t ar get Nanespace="http://ww. envi romat i cs. net/ W5/ PEP/ PEPSer vi ce"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
el ement For mDef aul t =" qual i fied"
attri but eFornDefaul t="qualified">
<xs:inport
namespace="http://ww. envi romati cs. net/ W5/ PEP/ commons/ conmuni cat i on/ t ypes
schenalLocati on="pepcomons_comuni cation_types. xsd"/ >
<xs: i nport
nanespace="http://ww. envi romati cs. net/ W5/ PEP/ excepti ons"
schemalLocati on="pep_exceptions. xsd"/ >
</ xs: schema>
</ wsdl : types>
<I--wsdl : nessage nanme="get Capabiliti esRequest">
<wsdl : part nanme="request"
el enent =" oab_t ypes: OA Get Capabi liti esRequest"/>
</ wsdl| : nessage>
<wsdl : nessage nane="get Capabiliti esResponse">
<wsdl| : part name="response”
el enent =" oab_t ypes: OA Get Capabiliti esResponse"/>
</ wsdl : nessage- - >
<wsdl : nessage nane="doRequest Request ">
<wsdl : part nane="request" el enent="pcc: Request"/>
</ wsdl : mressage>
<wsdl : nessage nane="doRequest Response" >
<wsdl : part nanme="response" el enent ="pcc: Response"/ >

"
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</ wsdl : nressage>
<wsdl : nessage nanme="I|nternal Error">
<wsdl : part name="Internal Error" el ement="pex:Internal Error"/>
</ wsdl : mressage>
<wsdl : port Type nanme="PEPService">
wsdl : operati on nane="get Capabilities">
<wsdl : i nput nanme="capabilitiesRequest"”
message="aut hen: get Capabi |l i ti esRequest"/ >
<wsdl : out put nane="capabilitiesResponse"
nmessage="aut hen: get Capabi |l i ti esResponse"/ >
<wsdl : fault name="1nval i dPar anet er Val ue"
nmessage="aut hen: | nval i dPar anet er Val ueFaul t "/ >
<wsdl : fault name="M ssi ngPar anet er Val ue"
message="aut hen: M ssi ngPar anet er Val ueFaul t "/ >
<wsdl : fault name="NoAppl i cabl eCode"
nmessage="aut hen: NoAppl i cabl eCodeFaul t "/ >
<wsdl : fault name="Internal Error"
message="aut hen: I nternal ErrorFaul t"/>
<wsdl : faul t name="Versi onNegoti ati onFai |l ed"
nmessage="aut hen: Ver si onNegot i ati onFai |l ed"/ >
<wsdl : fault name="Unsupport edCapSchemn"
message="aut hen: Unsupport edCapSchema"/ >
</ wsdl : operation
<wsdl : operati on nane="doRequest">
<wsdl : i nput nane="doRequest Request "
nmessage="pep: doRequest Request "/ >
<wsdl : out put nanme="doRequest Response”
message="pep: doRequest Response"/ >

<wsdl : fault nane="Internal Error" nessage="pep:|Internal Error"/>

</ wsdl : operati on>
</ wsdl : port Type>
<wsdl : bi ndi ng nanme="PEPServi ce" type="pep: PEPServi ce">
<soap: bi ndi ng styl e="docunent”
transport="http://schemas. xnl soap. org/ soap/ http"/>
<! --wsdl : operation name="get Capabilities">

<soap: operati on soapAction="get Capabilities" style="docunent"/>

<wsdl : i nput >
<soap: body use="literal"/>
</wsdl : i nput >
<wsdl : out put >
<soap: body use="literal"/>
</ wsdl : out put >
<wsdl : fault name="Inval i dPar anet er Val ue" >

<soap: fault name="Inval i dParaneterVal ue" use="literal"/>
</wsdl : faul t>
<wsdl : fault nanme="M ssi ngPar anet er Val ue" >

<soap: fault name="M ssi ngPar anet er Val ue" use="literal"/>

</wsdl: faul t>
<wsdl : fault name="NoAppl i cabl eCode" >

<soap: fault name="NoApplicabl eCode" use="literal"/>
</ wsdl : faul t>
<wsdl : fault nanme="Internal Error">

<soap:fault nane="Internal Error" use="literal"/>
</wsdl : faul t>
<wsdl : fault name="Unsupport edCapSchenma" >

<soap: fault nanme="UnsupportedCapSchemn" use="literal"/>

</ wsdl : faul t>
<wsdl : fault name="Versi onNegoti ati onFai |l ed" >

<soap: fault name="Versi onNegoti ationFail ed" use="literal"/>

</wsdl : faul t>
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</wsdl : operation-->
<wsdl : operati on nanme="doRequest ">
<soap: operation soapActi on="doRequest" style="docunent"/>
<wsdl : i nput >
<soap: body use="literal "/>
</ wsdl :i nput >
<wsdl : out put >
<soap: body use="literal "/>
</ wsdl : out put >
<wsdl : fault nane="Internal Error">
<soap:fault nane="Internal Error" use="literal"/>
</wsdl: fault>
</ wsdl : operation>
</ wsdl : bi ndi ng>
<wsdl : servi ce nanme="PEPServi ce" >
<wsdl : port nane="PEPServi ce" bindi ng="pep: PEPServi ce" >
<soap: addr ess
| ocation="http://|ocal host: 8080/ axi s2/ servi ces/ PEPServi ce"/ >
</ wsdl : port>
</wsdl : servi ce>
<pl nk: part ner Li nkType nanme="PEPServi ce" >
<pl nk: rol e nane="rol el" portType="pep: PEPServi ce"/ >
</ pl nk: partnerLi nkType>
</ wsdl : definitions>
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