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1. Introduction

The present version 1.0.1 of the Identity Managdmemd Authentication Service is an
advancement of the former specification of the Autitation Service. It has been heavily
reworked and consequently enhanced. The formernfigagion of the Authentication Service
was originally based on

» the ORCHESTRA abstract specification of the Autfeatiton Service, Version 1.3
and

 the ORCHESTRA implementation specification of theti#entication Service,
Version 1.1

Since the Authentication Service has originallyrbeefined in the ORCHESTRA project
as an integral part of the ORCHESTRA UAA concepipwledge of this concept was essential
for the understanding of the former specificatiatthough the new specification of the Identity
Management and Authentication Service does not ttaseaestriction, a basic understanding of
the concept of profiles and identities is requir8dherefore those concepts and also the
collaboration of the SANY Access Control Services explained briefly in the Specification of
the Profile Management Service and more detailedhm Information Viewpoint of the
SensorSA [SANY D2.3.3].

This document specifies the interfaces implemeriigdthe Identity Management and
Authentication Service as well as its main purpasd provides a formal description of the
implemented operations in WSDL and XML-Schema infoamance to the guidelines and rules
of the SANY W3C Web Services Platform defined ia 8ensorSA.

The changes to the original specification of theh®&atication Service, the relations to
SANY technical requirements and progress of theciipation work with respect of the
individual project phases are documented in thelRDeliverables.
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2. Overview and Architecture Outline

2.1. Role and Scope of the Identity Management and  Authentication
Service

The Identity Management and Authentication Serigoene of the four Access Control Services
of the SensorSA. Together with the Profile Managanservice and the underlying information
model it forms an abstract user concept that alkheseparation of user profiles and identities.

The Identity Management Service is responsibleglfermanagement of identities (create,
update, delete) while the Authentication Interfaseresponsible for the verifications of
genuineness of identities using a set of givenamgdls. The current specification of this service
supports Usernameldentities and PasswordCrendenéald thus a username/password
authentication scenario. As PasswordCrendentiats @sernameldentities are derived from
generic base types the support for different auit@&iion mechanisms is possible.

211 Identities and Session Information

Session information returned after a successfutesiication can be used to invoke services
demanding authenticated identities. A security-&edhlservice or a PEP (e.g. a Generic PEP
Proxy) might use this information to perform auibation requests against a PDP (e.g. an
Authorisation Service). The session informationuéss by the present specification of the
Identity Management and Authentication Servicenisogled in SAML 2.0.

The Identity Management and Authentication Servicalso able to verify a previously
issued SAML Token. Each service that relies onigessformation should typically have an
Authorisation Service, a security-enabled servicea Generic PEP Service validate the session
information before performing any security-relatadtions. In our context the transport of
session information can be handled either as awditioperation parameter or, when using the
SOAP protocol, transparently in the SOAP headee. manner in which that session information
is transported and how it is encrypted is beyored dtope of the specification of the Identity
Management and Authentication Service and dependthe® chosen platform. This issue is
therefore addressed in the specification of the SAN3C Web Services Platform and the
Generic PEP Service.

Identities are managed in instances of the IdeMapagement and Authentication Service
and are uniquely identified by an ID which also teams the URI of the Identity Management
and Authentication Service instance. Multiple insis of Identity Management and
Authentication Services may coexist in a networt aach organisation may maintain their own
installation of the Identity Management and Autheation Service. Cross-organisational or
single-sign-on is easily supported since identiteggresent only the identity of a (user) profile
and one profile may refer to multiple identitiesck registered at different instances of the
Identity Management and Authentication Service.

The Identity Management and Authentication Sengc@ports heterogeneous security
infrastructures with disparate authentication magdms. Different instances of Identity
Management and Authentication Services may implérdéferent authentication methods and
may also define different types of identities.

Copyright © 2009, SANY Consortium Page 11 of 78
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2.2.  Service Specification Summary

The implementation specification of the Identity dMdgement and Authentication Service is
comprised of the following abstract interfaces tlasé defined in distinct interface type
specifications:

* The Service Capabilities Interface Type
e The Authentication Interface Type
* The Identity Management Interface Type
Operations related to the management of identiteege been removed from the former

ORCHESTRA Authentication Interface and are now ggetin the new Identity Management
Interface.

cd IdentityManagementAndAuthenticationService /

«WSDLbindi ng»
Bindings::ldentityManagementAndAuthenticationServic e

activateldentity()
addCredentials()
createldentity()
deactivateldentity()
deleteCredentials()
deleteldentity()
getCapabilities()
getldentities()
login()
updateCredentials()
updateldentity()
verifySessioninformation()

+ o+ o+ F o+ o+ o+ o+

IdentityManagementAndAuthenticationService

«WSDLservice»
IdentityManagementAndAuthenticationService

Diagram 1: Simplified Class Diagram of the IdentityManagement and Authentication Service

The formal platform-specific description of the mdiey Management and Authentication
Service can be found in Appendix A: XML Schema &M8DL Documents.

Copyright © 2009, SANY Consortium Page 12 of 78
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3. Context of the Identity Management and Authentic  ation
Service

3.1. Relations to Standards

Session Information is encoded in the SAML v2.0 CG\SStandard. There are numerous
standards in this context that are relevant esjietoa the implementation:

« Java.sun.com Java Authentication and Authorizaiervice (JAAS) (part of Java 2
SDK 1.4).http://java.sun.com/products/jaas/

* OASIS Digital Signature Services (DSS) TC
http://www.oasis-open.org/committees/tc home.phpakbrev=dss

e OASIS Public Key Infrastructure (PKI) TC
http://www.oasis-open.org/committees/workgroup. piag?abbrev=pki

* OASIS Web Services Secure Exchange (WS-SX) TC
http://www.oasis-open.org/committees/workgroup. pigp?abbrev=ws-sx

e« OASIS Web Services Security (WSS) TC
http://www.oasis-open.org/committees/workgroup.pigp?abbrev=wss

* Security Assertion Markup Language (SAML) V2.0
http://wiki.oasis-open.org/security/Sami2TechOvewi

3.2. Relations to Information Models

Apart from the parameter types described in thisudwent, the there are no additional relations
to information models.

3.3. Relations to other Service Specifications

The Identity Management and Authentication SerVias a strong relation to the other SANY
Access Control Services since its operations aredggnition access controlled, except for the
getCapabilities and the login operation.

Copyright © 2009, SANY Consortium Page 13 of 78
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4. Specification of the Service Capabilities Interf — ace

The Service Capabilities Interface has originallgeh described in the ORCHESTRA
Specification of the OA Basic Service. To mainthackward compatibility to ORCHESTRA
Services (e.g. the Catalogue Service), this interfamains unchanged.

4.1. getCapabilities Operation

The specification of the getCapabilities operatias been copied without any modification from
the respective ORCHESTRA interface specificatioANS specific changes are only required
on the level of the capabilities document itself.

The mandatory getCapabilities operation informsdient of the capabilities of an service
instance. This operation takes into account thaduition to capabilities that may be common to
all services in a service network a service mayigea specific set of capabilities. Furthermore,
this operation allows the capabilities to be deldke according to different service meta-
information schemas. This implementation specificatherefore does not prescribe a certain
schema to be used for the service capabilities. @several schemas to be supported as well as
a default schema have to be defined in the cowofextservice network.

A service meta-information document is returnedhi® requesting client, either complete
or including selected parts according to the gsections in the request.

A request to perform the getCapabilities operasball include the parameters listed and
defined in Table 1. This table also specifies tl¢adype (Type), the obligation [optional |
mandatory] (Use) and a short description (Desanptof each listed parameter. Furthermore the
“Description” shall state the consequences forisermstances if the correspondent parameter is
optional and omitted. Although some values listedthie “Name” column appear to contain
spaces, they shall not contain spaces.

Compliance Identical to ORCHESTRA Specification

Overrides Not applicable

Preconditions none

Post conditions Service meta-information document returned to retjug client, either

complete or including selected parts accordindpéogiven sections in
the request

Use mandatory

Receives Name | Type Use Description

Specifies the parts of the
meta-information to be
mandatory| returned. If absent, all
parts shall be returned
using the default schema.

OA_GetCapabilities

request Request

Copyright © 2009, SANY Consortium Page 14 of 78
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Returns Type Description
Service capabilities of the specific
OA_CapabilitiesDocument service instance for the specific
Service.
Throws Type Cause

-

Operation request contains an invali
OA_InvalidParameterValue | parameter value. Return the name of
the parameter with invalid value.
Operation request does not include a
OA_MissingParameterValue | parameter value. Return the name of
the missing parameter.

No other basic or service-specific
exception type applies.

A problem occurred in the runtime
environment (e.g. out of memory).
OA_VersionNegotiationFailed| List of versions in eptSpecVersion$
parameter value in the getCapabilities
request did not include any version
supported by the service instance.
OA_UnsupportedSchema The sections parameter in the
getCapabilities request referred to a
schema unsupported by the service
instance.

OA_NoApplicableCode

OA _InternalError

Table 1: Specification of the getCapabilities Opertgon

The formal platform-specific specification of thetGapabilities operation can be found in
Appendix A: XML Schema and WSDL Documents.

getCapabilities
getCapabhilitiesRequest

getCapabilitiesResponse

Figure 1: getCapabilities Operation
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41.1

OA_GetCapabilitiesRequest Type

The OA_GetCapabilitiesRequest Type consists ofdtewing elements:

acceptFormats: Optional parameter containing ariped sequence of zero or more
response formats desired by the caller, with prefeformats listed first. The formats are
to be expressed in terms of MIME types. Independéfite contents of this element, the
returned capabilities can always be formatted atiogrto the default MIME type which
Is defined as “text/xml”.

acceptSpecVersions: Optional parameter containimia&itized sequence of zero or
more specification versions of the service acceftgdhe client, with the preferred
versions listed first. If no versions are includedhe request, the highest version that the
service supports shall be used.

sections: Optional parameter specifying the schdora service meta-information
according to which the capabilities shall be stued. In addition the names of requested
sections in the complete set of meta-informatic@mants can be listed. If absent, the
complete service capabilities shall be returneacttired according to a default schema.

v 0A_GetCapabilitiesRequest

4.1.2

< acceptFormats
B

-_.I_;._I 3 A et =mshilifecR En
e R A e ER s

< W =ections
.

Co oA MimeTvoe
o OA_MmeType

. contentType

* subType o, B string

acceptSpecyersions A0 H st

. w schemallame

identifier b, H anylRI
b

# : schemaSections . [0.7] H siring
Figure 2: OA_GetCapabilitiesRequest

OA_GetCapabilitiesResponse Type

The OA_GetCapabilitiesRequest Type consists ofdth@wing elements:
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» capabilitySections: Capabilities as meta-infornratidocument which is internally
structured according to the indicated format and ihdicated schema. It is either
complete or includes only selected parts accorttirtbe given sections in the request.

« format: MIME type of the format in which the capl#i@s are returned as value of the
capabilitySections parameter. The value of thishaite may always denote the default
MIME Type “text/xml” indicating that the capabilgs are formatted in XML.

» schemaName: Schema according to which the capabitite returned. The value is the
same as the one contained in the sections paramktiie request. If not explicitly
included in the request, the value indicates tHautieschema.

» version: Version number of the specification to evhithe delivered service meta-
information document is conform.

v OA_GetCapabilitiesResponse

Go i =hilifiech ecnancs
0 0A GetCapat ecResponse

<" capabilitySectionz B e

=%

< w format L L
by -

1 =
Ga o e ey

" contentType it
; . subType / i
9 schemalame : Ho oA CapsbilitiesSchema
.,
% OA_CapahiliiesSchema
 identifier Sy, @ anylR
H s

VErsion %

Figure 3: OA_GetCapabilitiesResponse

A template for the service specific response ofgbeCapabilities operation is specified in
chapter 8.3.
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5. Specification of the Authentication Interface

The Authentication Interface defines operationprtove the genuineness of identities using a set
of given credentials and to issue session infolwnaditer successful login.

5.1. login Operation

The mandatory login operation initiates the vaimabf a certain identity for given credential. It
returns session information in form of a SAML 2i6két which contains assertions for the
authenticated identity as well as assertions fer ghoup identities to which this identity is
associated.

A request to perform the login operation shall udel the parameters listed and defined in
Table 2. This table also specifies the data typg@€], the obligation [optional|mandatory] (Use)
and a short description (Description) of each distarameter. Furthermore the “Description”
shall state the consequences for service instaht®s correspondent parameter is optional and
omitted. Although some values listed in the “Namelumn appear to contain spaces, they shall
not contain spaces.

Compliance | Not applicable

Overrides Not applicable

Preconditions | \one

POSt. . None

conditions

Use Mandatory

Receives Name Type Use Description
request AuthnRequest mandatory The SAML 2.0 AutliuiestType.

Returns Type Description
ResponseTvpe A SAML 2.0 response, which contains the

P yp authenticated SAML Ticket.

Throws Type Cause

none none

Table 2: Specification of the login Operation

The formal platform-specific specification of thagin operation can be found in Appendix
A: XML Schema and WSDL Documents.
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login I

loginRequest

loginResponse

Figure 4: login operation

5.1.1 SAML AuthnRequest Type

The loginRequest is an instance of the AuthnReqakshent which is defined in [OASIS-
SAML] as follows:

“To request that an identity provider issues aredsEs with an authentication statement, a
presenter authenticates to that identity provigerrélies on an existing security context) and
sends it an <AuthnRequest> message that descheproperties that the resulting assertion
needs to have to satisfy its purpose. Among thesgepties may be information that relates to
the content of the assertion and/or informatiort tiedates to how the resulting <Response>
message should be delivered to the requester. fbloegs of authentication of the presenter may
take place before, during, or after the initialidsty of the <AuthnRequest> message.

The requester might not be the same as the presantke request if, for example, the
requester is a relying party that intends to ugserdsulting assertion to authenticate or authorize
the requested subject so that the relying partydemide whether to provide a service.”

T8 AuthnRequestType

w AuthnReguest | Tn Requ
32 RequestAbstractType
Issuer | 5 (0.1} €3 Issuer
< p Signature | 1] €2 Signature
< Extensions 5 0.1 €2 Extens
e A =
(psubet 501 €3 Subject
MameIDPalicy (b =, [0.. 10 €3 NameIDPolicy
» ‘b Condiions ) €3 Conditior
< p RequestedAuthnContext |} % [0,,1] €% RequestedAuthnContexd
1] €% Scoping

< 'p Scoping ||p Ba10-i3
.t

Figure 5: SAML AuthnRequest
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¥ Subject

o

/" MamelD ||k

~”/p EncryptedID ., €% EncryptedID

f\'-v SubjectConfirmation  (»

b MNameIlD ||p

b

4 EncryptediD N

-/7 SubjectConfirmationData (s

Ba subjectConfirmationDataType
f=ig) i
G !

’\.P SubjectConfirmation | %, [1.7] €% subjectConfirmation

Figure 6: SAML Subject Type

An identity corresponds to the SAML Subject Typel éime crendentials correspond to the

SubjectConfirmationData.

5.1.2 SAML Response Type
The loginResponse is an instance of the Respoasgeat which is defined in [OASIS-SAML].

Status: Specifies whether the authentication ceutitessfully be performed, or not.

Assertion: The sessioninformation (SAML Ticket) iasued through the authentication

process.

Page 20 of 78
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v Respanse [ B3 RecponseType

B statusResponseType

\,., Issuer |k ;f[':'-- 1] €% Issuer

< p Signature | /[' 1} €2 Signature
< p Extensions }{':'-- 1] €2 Extensions
/:p Status : €2 Status

[0..*%] %= ResponseType

; % €% Azsertion
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: €3> E rypis dassertion
Eﬂﬂ"_‘p’PfEdﬁESﬂ tion
.‘ _r">

Figure 7: SAML Response
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5.2.  verifySessioninformation Operation

The mandatory verifySessioninformation operatiortedrines whether the given SAML
Assertion (Ticket) is valid or not.

A request to perform the verifySessionIinformatigrem@tion shall include the parameters
listed and defined in Table 3. This table also #@=scthe data type (Type), the obligation
[optional|mandatory] (Use) and a short descript{@escription) of each listed parameter.
Furthermore the “Description” shall state the caopsmasces for service instances if the
correspondent parameter is optional and omittethodigh some values listed in the “Name”
column appear to contain spaces, they shall ndacoapaces.

Compliance | Not applicable
Overrides Not applicable
Preconditions None
POSt. : None
conditions
Use Mandatory
Receives Name Type Use Description
Contains the SAML assertion
SAML . !
request , mandatory| which represents the session
AssertionDocument . .
information.
Returns Type Description
verifySessioninformation True if the identity is valid or false
Response otherwise; it contains a status code.
Throws Type Cause

Table 3: Specification of the verifySessioninformabn Operation

The formal platform-specific specification of therifySessioninformation operation can
be found in Appendix A: XML Schema and WSDL Docurttsen

verifysessionInformation I

|
' verifySessioninformationReguest

: >
|

verifySessioninformationResponse

Figure 8: verifySessioninformation operation
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5.2.1

verifySessioninformationRequest Type

The verifySessioninformationRequest contains a SAMisertion (Ticket)which is defined in

[OASIS-SAML].

w verifySessionInformationRequest

B4 verifySessionInforn

o |

\/1 Assertion (b
Sa AzsertionTy

Issugr  ||p

f/p Signature ||y

f\p Subject L

-/p. Conditions ||

idtdonRequest

€F Assertion

}[C-.. 1] €% signature

1] €% subject

. [0..1] €3 Conditions

}_'_ w

.

g

» Advice ‘_:-I-..l: £F Advice

[0..% %2 assertionType

< Statement S €3 Statement

. n A rthrS st e
p AuthnStstement |p o €3 AuthnStatement

&, €3 AuthzDedsionStatement

/

< p ButhzDedsionStatement  ||p
-

< p XACMLAUThzD=asionStatement , €2 XACMLAUthzDiedsio
ot

‘> €F AACMLPolicyStatement

L

#
< e XACMLPolicyStatement

< p AttrbuteStatement ~, €% AttributeStstement

Figure 9: verifySessioninformationRequest

5.3.  verifySessioninformationResponse Type

The verifySessioninformationResponse Type consistise following elements:
» status: Indicates whether verification could sustidly be performed or not.

« allvalid: Indicates whether the sessioninformai®malid or not.
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8 verifySezsioninformationfesponse

w verifySessionInformationResponse

@4 yerifySessionInformationResponse

€3 Statis

o]

StatusType

'y Status N
i

. €& StatusCode

-\.p- StatusCode ||k

_/ EtatusMessage [0..1] €% StatisMessage
%, [0001] StEhEDeis
/\p- StatusDetail e €% StatisDetal
=
(W %, @ boolean
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Figure 10: verifySessioninformationResponse

In addition to the status the response of the y®d$sioninformation contains all

assertions that could be successfully validated.
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6. Specification of the Identity Management Interfa  ce

The Identity Management Interface is an adaptatioh the former ORCHESTRA
AuthenticationManagement Interface. It defines apens to create and maintain identities and
groups (of identities) as a special kind of an tdgn

6.1. activateldentity Operation

The mandatory activateldentity operation activate®xisting identity. Only active identities can
be authenticated.

A request to perform the activateldentity operasball include the parameters listed and
defined in Table 4. This table also specifies thatadtype (Type), the obligation
[optional|mandatory] (Use) and a short descript{@escription) of each listed parameter.
Furthermore the “Description” shall state the caousmsces for service instances if the
correspondent parameter is optional and omittethodigh some values listed in the “Name”
column appear to contain spaces, they shall naacoapaces.

Compliance | Not applicable

Overrides Not applicable

Preconditions Identity exists

POSt. . Identity is in state activated (can be authentate
conditions
Use Mandatory
Receives Name Type Use Description
activateldentity It contains the identity to be
request mandatory )
Request activated.
Returns Type Description
Not applicable Not applicable
Throws Type Cause

Operation request contains an invalid parameter

OA_InvalidParameterValug value. Returns the name of the parameter with

invalid value.

o A_MissingParameterVaIueOperation request does not incluo!e a parameter
value. Returns the name of the missing parameter.

No other basic or service-specific exception typq

applies.

A problem occurred in the runtime environment

(e.g. out of memory).

OA_NoApplicableCode

OA _InternalError

OA_IdentityNotFound
Exception

The identity to act on cannot be found.
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OA_PermissionDenied The service requestor does not have permissions
Exception needed to perform the requested operation.

Table 4: Specification of the activateldentity Opeation

The formal platform-specific specification of thetigateldentity operation can be found in
Appendix A: XML Schema and WSDL Documents.

activateIdentity I
activateldentityRequest

Figure 11: activateldentity operation

6.1.1 activateldentityRequest Type
The activateldentityRequest Type consists of tlewang elements:

» Identity: Represents the identity which shall bevated. As the identities ID is sufficient
to uniquely identify it within an Identity Managemteand Authentication Service
instance, it is not required that this object isirsstance of a specific identity type (e.qg.
Attributedldentity Type).

w activateldentityRequest e BEVRTH BEaIRYREGLES
O zHuateldentitvReouest
< identity », B IdentityType
'-|J"-_1 lenttyType
7 . H intege
arigin , B
v reffrofile ] B8 F pertyT
e orafler
32 Profile
ip P N €3 Profi
H b

Figure 12: activateldentityRequest
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6.2. deactivateldentity Operation

The mandatory deactivateldentity operation deatd®/aan existing identity. Only active
identities can be authenticated.

A request to perform the deactivateldentity operathall include the parameters listed
and defined in Table 5. This table also specifiee tata type (Type), the obligation
[optional|Mandatory] (Use) and a short descripti@escription) of each listed parameter.
Furthermore the “Description” shall state the caopsmasces for service instances if the
correspondent parameter is optional and omittetholigh some values listed in the “Name”
column appear to contain spaces, they shall naacoapaces.

Compliance | Not applicable

Overrides Not applicable

Preconditions Identity exists.

POSt. . Identity is in deactivated state (it can not behanticated)
conditions
Use Mandatory
Receives Name Type Use Description
deactivateldentity It contains the identity to be
request mandatory :
Request deactivated.
Returns Type Description
Not applicable Not applicable
Throws Type Cause

Operation request contains an invalid parameter

OA_InvalidParameterValug value. Returns the name of the parameter with

invalid value.

o A_MissingParameterVaIueOperation request does not incluo!e a parameter
value. Returns the name of the missing parameter.

No other basic or service-specific exception typq

applies.

A problem occurred in the runtime environment

(e.g. out of memory).

OA_NoApplicableCode

OA _InternalError

OA_ldentityNotFound

The identity to act on cannot be found.

Exception
OA_PermissionDenied The service requestor does not have permissions
Exception needed to perform the requested operation.

Table 5: Specification of the deactivateldentity Opration
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The formal platform-specific specification of theatttivateldentity operation can be found
in Appendix A: XML Schema and WSDL Documents.

deactivateIdentity

|
|
| deactivateldentityR equest

T -
|

|

Figure 13: deactivateldentity operation

6.2.1 deactivateldentityRequest Type
The deactivateldentityRequest Type consists ofdh@wing elements:

* identity: Represents the identity which shall bexdwated. As the identities ID is
sufficient to uniquely identify it within the seo@ instance, it is not required that this
object is an instance of a specific identity typay( Attributedldentity Type).

B9 deactivateldentityRequest

¥ deactivateldentityRequest

22 deactivateldentityRequest

Figure 14: deactivateldentityRequest

Copyright © 2009, SANY Consortium Page 28 of 78



S@NY S

Specification of the Identity Management and Authen  tication Service

6.3. createldentity Operation

The mandatory createldentity operation createsva identity. The parameter is an identity
representation that is specific to the used auitterdn mechanism. In the present specification
Usernameldenties and Groupldentities are supported.

A request to perform the createldentity operatiballsinclude the parameters listed and
defined in Table 6. This table also specifies thatadtype (Type), the obligation
[optional|mandatory] (Use) and a short descript{@escription) of each listed parameter.
Furthermore the “Description” shall state the caoumasces for service instances if the
correspondent parameter is optional and omittetholigh some values listed in the “Name”
column appear to contain spaces, they shall ndasospaces.

Compliance | Not applicable

Overrides Not applicable
Preconditions | None
POSt. . The new identity is created.
conditions
Use Mandatory
Receives Name Type Use Description
createldentity It contains the identity to be
request mandatory
Request created.
Returns Type Description
Not applicable Not applicable
Throws Type Cause

Operation request contains an invalid parameter
OA_InvalidParameterValug value. Returns the name of the parameter with
invalid value.
Operation request does not include a parameter
OA_MissingParameterValugvalue. Returns the name of the missing
parameter.

No other basic or service-specific exception
type applies.

A problem occurred in the runtime environmegnt
(e.g. out of memory).

The service requestor does not have
permissions needed to perform the requeste
operation.

OA_NoApplicableCode

OA _InternalError

OA_PermissionDenied
Exception

.

Table 6: Specification of the createldentity Operabn
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The formal platform-specific specification of theeateldentity operation can be found in
Appendix A: XML Schema and WSDL Documents.

createldentity
createldentityRequest

Figure 15: createldentity operation

6.3.1 createldentityRequest Type
The createldentityRequest Type consists of thevotlg elements:

* identity: Represents the identity which shall beated. The attributes inherited
from the base type Identity (id and origin) dondvie to be set, as they will be
overridden by the Identity Management and Authation Service instance after
the identity has been successfully been createg.offrer attributes that are set will
be stored. The current specification supports tteerkhmeldentity Type and
requires at least the attribute “username” to be se

¥ createldentityRequest to CreateldentityRequest

32 createldentityRequest

- identity B2 IdentityType

Figure 16: createldentityRequest

The Usernameldentity Type extends the Attributenlithe Type and represents an identity
that is identified by a unique username and canvélkdated by username / password
authentication.

Copyright © 2009, SANY Consortium Page 30 of 78



S@NY i

Specification of the Identity Management and Authen  tication Service

w UsernameldentityType
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Figure 17: Usernameldentity Type

The Usernameldentity Type extends the KeyVectotitdgxttributes Type consists of the
following elements:

e id: unique id, assigned by the service instance

« origin: url of the service instance, also assigngdhe service instance
» refProfile list of profiles to which this identiig associated

* active: wheatear the identity may be used for aniib&tion or not

« attributes: key vector pair attributes, e.g. LDARIlutes

* identities: list of group identities to which thdentity is associated

username: unique username

The Attributedldentity Type allows to attach arariy attributes to an identity. Attributes
can already be set during creation of a new identit

Those attributes can be used during an authomsgtiocess to determine whether this
identity is allowed to take a certain action or.not
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w AttributedidentibyType
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Figure 18: Attributedldentity Type

The KeyVectorldentityAttributes Type allows to asiste multiple values to an attribute
that is identified by a unique key. Based on this atribute-based role concept can be

established where a single identity can act unddtipre roles.

¥ KeyVectorIdentityAttributesType

"35 KeyVectorPairTyps
b
i . i
b key :
/‘l" vectar AnonymoLs
4 . element 8 Al O | i

Figure 19: KeyVectorldentityAttributes Type
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6.4. deleteldentity Operation

The mandatory deleteldentity operation deletesxastieg identity. The identity representation
Is specific to the authentication mechanism usdeke €urrent specification of the Identity
Management and Authentication Service supportaseg identities. To ensure consistency the
deletion of an identity should be performed withitransaction. In this transaction all references
to the identity should also be deleted (e.g. grogmberships, ...). A client that invokes the
deleteldentity operation has also to ensure tHgprafiles referring to the deleted identity are
updated accordingly in the appropriate ProfileMamagntService instance.

A request to perform the deleteldentity operatibalisinclude the parameters listed and
defined in Table 7. This table also specifies thatadtype (Type), the obligation
[optional|mandatory] (Use) and a short descript{@®escription) of each listed parameter.
Furthermore the “Description” shall state the caoumamces for service instances if the
correspondent parameter is optional and omittetholigh some values listed in the “Name”
column appear to contain spaces, they shall ndasospaces.

Compliance | Not applicable

Overrides Not applicable

Preconditions Identity exists.

— The identity is deleted and does no longer exist.

conditions

Use Mandatory

Receives Name Type Use Description
request deleteldentity mandator It contains the identity to be

g Request Yl deleted.

Returns Type Description
Not applicable Not applicable

Throws Type Cause

Operation request contains an invalid parameter
OA_InvalidParameterValug value. Returns the name of the parameter with
invalid value.
Operation request does not include a parameter
OA_MissingParameterValugvalue. Returns the name of the missing
parameter.

No other basic or service-specific exception
type applies.

A problem occurred in the runtime environmegnt
(e.g. out of memory).

OA_NoApplicableCode

OA _InternalError

OA_IdentityNotFound
Exception

The identity to act on cannot be found.
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The service requestor does not have
permissions needed to perform the requested
operation.

OA_PermissionDenied
Exception

Table 7: Specification of the deleteldentity Operabn

The formal platform-specific specification of theleteldentity operation can be found in
Appendix A: XML Schema and WSDL Documents.

deleteldentity !
deleteldentityRequest

Figure 20: deleteldentity operation

6.4.1 deleteldentityRequest Type
The deleteldentityRequest Type consists of tHewiohg elements:

» identity: Represents the identity which shall béetbal. As the identities ID is sufficient
to uniquely identify the identity within the sereignstance, it is not required that this
object is an instance of a specific identity typey( Attributedldentity Type). Instead an
object of the base type Identity, having its IDibtite set properly is sufficient.

B[] Ll Bt R

¥ deleteldentityRequest &4

Figure 21: deleteldentityRequest
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6.5. updateldentity Operation

The mandatory updateldentity operation updatesxastirg identity. This operation can also be
used to assign identities to a certain group.

A request to perform the updateldentity operatiballsinclude the parameters listed and
defined in Table 8. This table also specifies thatadtype (Type), the obligation
[optional|mandatory] (Use) and a short descript{@escription) of each listed parameter.
Furthermore the “Description” shall state the caoussces for service instances if the
correspondent parameter is optional and omittetholigh some values listed in the “Name”
column appear to contain spaces, they shall naacoapaces.

Compliance | Not applicable

Overrides Not applicable

Preconditions | 1g jgentity exists.

Post . o

conditions The identity is updated.

Use Mandatory

Receives Name Type Use Description
request updateldentity mandator It contains the identity to be

9 Request y updated.

Returns Type Description
Not applicable Not applicable

Throws Type Cause

Operation request contains an invalid parameter
OA_InvalidParameterValue | value. Returns the name of the parameter with
invalid value.
Operation request does not include a parameter
OA_MissingParameterValue| value. Returns the name of the missing
parameter.

No other basic or service-specific exception
type applies.

A problem occurred in the runtime environmgnt
(e.g. out of memory).

OA_NoApplicableCode

OA _InternalError

OA_IdentityNotFound
Exception

The identity to act on cannot be found.

The service requestor does not have
permissions needed to perform the requeste
operation.

OA_PermissionDenied
Exception

-

Table 8: Specification of the updateldentity Operaibn
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The formal platform-specific specification of thpdateldentity operation can be found in
Appendix A: XML Schema and WSDL Documents.

updateldentity
I LpdateldentityR equest

Figure 22: updateldentity operation

6.5.1 updateldentityRequest Type
The updateldentityRequest Type consists of tHeviahg elements:

* identity: Represents the identity which shall belated. The object must be an instance
of the type that has been used during creation. i@nerently the Usernameldentity Type
is supported. Any attributes being not set are etgoeto be removed. Any attributes
being set, are expected to represent the updataedsvalo update an identity one may
first retrieve an instance of the identity by thgetidentities” operation, update the
correspondent identity object and then use thisaibin a “updateldentity” request.

B2 updateldentityRequest

¥ updateldentityRequest o HpCLEldE

B2 updateldentityRequest

oo Updatelae
- identity 75 IdentityType

Figure 23: updateldentityRequest
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6.6. addCredentials Operation

The mandatory addCredentials operation adds cretkemd a certain identity. Credentials are
specific to the authentication mechanism used. dureent specifications support username /
password credentials that can be added to Userdantéles.

A request to perform the addCredentials operatiall snclude the parameters listed and
defined in Table 9. This table also specifies thatadtype (Type), the obligation
[optional|mandatory] (Use) and a short descript{@escription) of each listed parameter.
Furthermore the “Description” shall state the caoumsces for service instances if the
correspondent parameter is optional and omittetholigh some values listed in the “Name”
column appear to contain spaces, they shall ndasospaces.

Compliance | Not applicable

Overrides Not applicable

Preconditions | the jgentity exists.

POSt. . The identity is associated with the specified cnéidé object.
conditions
Use Mandatory
Receives Name Type Use Description
It contains the identity to be
request | addCredentialsRequest mandatoydated and the credentials 1o
be assigned with this identity
Returns Type Description
Not applicable Not applicable
Throws Type Cause

Operation request contains an invalid
OA_InvalidParameterValue parameter value. Returns the name of th
parameter with invalid value.

Operation request does not include a
OA_MissingParameterValue parameter value. Returns the name of th
missing parameter.

No other basic or service-specific exceptjon
type applies.

A problem occurred in the runtime
environment (e.g. out of memory).

D

(1]

OA_NoApplicableCode

OA _InternalError

OA_ldentityNotFoundException| The identity to act@annot be found.

The service requestor does not have
OA_PermissionDeniedExceptioh permissions needed to perform the
requested operation.
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Table 9: Specification of the addCredentials Operabn

The formal platform-specific specification of thed€Credentials operation can be found in
Appendix A: XML Schema and WSDL Documents.

addCredentials I
addCredentialsRequest

Figure 24: addCredentials operation

6.6.1 addCredentialsRequest Type
The addCredentialsRequest Type consists of thevioly elements:

* identity: Represents the identity to which the emchl shall be assigned. As the
identities ID is sufficient to uniquely identify éhidentity within the service instance, it is
not required that this object is an instance gbecHic type. Instead an object of the base
type ldentity, having its ID attribute set propeily sufficient. However, internally this id
must refer to a Usernameldentity object. Tryingatld credentials to a Groupldentity
object will result in an exception.

» credential: The credentials object which is to bsigned to the identity. The object is
expected to be an instance of a concrete typev@tkeifrom the base type Credential)
having all required attributes set properly. Therent specification supports the
PasswordCredential type.

¥ (e ¥
0 ool redentiaisR eguest

w addCredentizlsRequest fin SO0

[ ]

B THer BT ure

g identity , a IdentityType

{ y credential », 28 CredentialsType

B credentialsTvoe

Figure 25: addCredentialsRequest

The PasswordCredentials Type can be used in amamser/ password authentication
scenario.
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w PasswordCredentialsType

B2 CredentialsType

\/ id & E integer
Ha passwordCredentialsType
< password }, g siring

Figure 26: PasswordCredentials Type
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6.7. updateCredentials Operation
The mandatory updateCredentials operation updateleitials for a certain identity.

A request to perform the updateCredentials operalmll include the parameters listed
and defined in Table 10. This table also specities data type (Type), the obligation
[optional|mandatory] (Use) and a short descript{@escription) of each listed parameter.
Furthermore the “Description” shall state the caoumsces for service instances if the
correspondent parameter is optional and omittetholigh some values listed in the “Name”
column appear to contain spaces, they shall ndasospaces.

Compliance | Not applicable
Overrides Not applicable
Preconditions | Njone
POSt. . None
conditions
Use Mandatory
Receives Name Type Use Description
. It contains the identity and the
request updateCredentialsRequesnhandatory credential to be updated.
Returns Type Description
Not applicable Not applicable
Throws

Type Cause

Operation request contains an invalid
parameter value. Returns the name of th
parameter with invalid value.

Operation request does not include a
parameter value. Returns the name of th
missing parameter.

No other basic or service-specific exceptjon
type applies.

A problem occurred in the runtime
environment (e.g. out of memory).
The service requestor does not have
OA_PermissionDeniedException| permissions needed to perform the
requested operation.

OA_InvalidParameterValue

D

OA_MissingParameterValue

D

OA_NoApplicableCode

OA _InternalError

Table 10: Specification of the updateCredentials Ogration

The formal platform-specific specification of thpdateCredentials operation can be found
in Appendix A: XML Schema and WSDL Documents.
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: updateCredentials

| updateCredentialsRequest
T
|
|

Figure 27: updateCredentials operation

6.7.1 updateCredentialsRequest Type
The updateCredentialsRequest Type consists obtlenving elements:

» credential: The credential object which replacesdinrent one. The object is expected to
be an instance of a concrete type (a type derinad the base type Credential) having all
required attributes set properly. The current dmation supports the
PasswordCredential Type, which requires the “passinaitribute to be set.

* identity: Represents the identity for which thedmmetial to be updated is associated. As
the identities ID is sufficient to uniquely idemntithe identity within the service instance,
it is not required that this object is an instanta specific type. Instead an object of the
base type Identity, having its ID attribute setgady is sufficient.

) = ] datetCredential=R equest
¥ updateCredentialsRequest hn UDOATELrEdENtalShequest
O ypdateCredentialsRequest
. O CredentizleTvne
p credential oo -TEHE PE

p- identity B IdentityType

Figure 28: updateCredentialsRequest
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6.8. deleteCredentials Operation
The optional deleteCredentials operation removedesttials from a given identity.

A request to perform the deleteCredentials operati@ll include the parameters listed and
defined in Table 11. This table also specifies tii@ta type (Type), the obligation
[optional|mandatory] (Use) and a short descript{@escription) of each listed parameter.
Furthermore the “Description” shall state the caoumsces for service instances if the
correspondent parameter is optional and omittetholigh some values listed in the “Name”
column appear to contain spaces, they shall ndasospaces.

Compliance | Not applicable

Overrides Not applicable

Preconditions | The specified identity exists and it is associatétl the specified credential

object.
POSt. . The association is removed. The identity can ngéoibe authenticated.
conditions
Use Optional
Receives Name Type Use Description

request deleteCredentialsR mandator It contains the identity from which

9 equest Yl the credentials are to be deleted.

Returns Type Description

Not applicable Not applicable
Throws Type Cause

Operation request contains an invalid parameter
OA_InvalidParameterValug value. Returns the name of the parameter with
invalid value.
Operation request does not include a parameter
OA_MissingParameterValuevalue. Returns the name of the missing
parameter.

No other basic or service-specific exception
type applies.

A problem occurred in the runtime environmegnt
(e.g. out of memory).

OA_NoApplicableCode

OA _InternalError

OA_IdentityNotFound
Exception

The identity to act on cannot be found.

The service requestor does not have
permissions needed to perform the requeste
operation.

OA_PermissionDenied
Exception

j

Table 11: Specification of the deleteCredentials Ggration
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The formal platform-specific specification of theleteCredentials operation can be found
in Appendix A: XML Schema and WSDL Documents.

deleteCredentials I

1
|
' deleteCredentialsRequest

: >
|

1

Figure 29: deleteCredentials operation

6.8.1 deleteCredentialsRequest Type
The deleteCredentialsRequest Type consists obllening elements:

* identity: Represents the identity from which thedantial shall be removed. As the
identities ID is sufficient to uniquely identify éhidentity within the service instance, it is
not required that this object is an instance gbecHic type. Instead an object of the base
type Identity having its ID attribute set propedysufficient.

¥ deleteCredentialsRequest B

Figure 30: deleteCredentialsRequest
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6.9. getldentitiesOperation

The Mandatory getldentities operation allows thigigeal of a list of identities specified by a
given query. The current specification of the ldgnManagement Interface does not define a
specific query language therefore it is expected the getldentities operations always returns
all identities maintained by the service instance.

A request to perform the getldentitiesoperationlisimglude the parameters listed and
defined in Table 8. This table also specifies thatadtype (Type), the obligation
[optional|Mandatory] (Use) and a short descripti@escription) of each listed parameter.
Furthermore the “Description” shall state the caoussces for service instances if the
correspondent parameter is optional and omittetholigh some values listed in the “Name”
column appear to contain spaces, they shall naacoapaces.

Compliance | Not applicable

Overrides Not applicable
Preconditions None
POSt. . None
conditions
Use Mandatory
Receives Name Type Use Description
getldentities . .
request Request Mandatory | It contains an optional query.
Returns Type Description
SequenceOfldentityType Set of identities matchivgdpecified query.
Throws

Type Cause

Operation request contains an invalid parameter
OA_InvalidParameterValug value. Returns the name of the parameter with
invalid value.
o A_MissingParameterVaIuneOperation request does not incluo!e a parameter
value. Returns the name of the missing parameter.
No other basic or service-specific exception type
applies.
A problem occurred in the runtime environment
(e.g. out of memory).
OA_PermissionDenied The service requestor does not have permissigns
Exception needed to perform the requested operation.

OA_NoApplicableCode

OA _InternalError

Table 12: Specification of the getldentitiesOperatin
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The formal platform-specific specification of thetlglentitiesoperation can be found in
Appendix A: XML Schema and WSDL Documents.

: getIdentities :
I getldentitiesRequest

+ -
: getldentitiesResponse

.I..‘_ ______________________
| InvalidParametervalue |nvalidParametervValueFault
L
I MissingParameterValue MissingParameteryalueFault
e e e e e e e e e e e e e e e
: NoApplicableCode MoApplicableCodeF ault

T‘_ ______________________
| InternalError InternalErrorFault
L L I
I PermissionDenied PermissionDeniedFault

=== === === = = = = == = ==
I

Figure 31: getldentities operation

6.9.1 getldentitiesRequest Type
The getldentitiesRequest Type consists of thefotlg elements:

e query: A query used to specify a subset of idettito return. The current specification
does not define a query language and thus expeetgdtidentities operation to always
return all identities maintained by the servicdanse.

23 natlnoentheskenu=st

w getldentitiesReguest I H=5EE e

v query 5, B oA Quer

langu0e " JA_LUeryLangusage

LIEFY

Figure 32: getldentitiesRequest

6.9.2 getldentitiesResponse Type
The getldentitiesResponse Type consists of theviatlg elements:

» identities: This object consists of a sub-eleme&#duence” containing all the identities
currently stored on the service instance. It maytaio identities of different types (e.g.
Groupldentities and Usernameldentities) that arevelé from the generic Identity Type.
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¥ getidentitiesResponse B3 getidentitiesResponse

Fa getidentitiesResponse

p identity B SequenceOfldentityType

Figure 33: getldentitiesResponse
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8. Appendix A: XML Schema and WSDL Documents

8.1. XML Schema Documents
The following XML Schema Documents define the dgtses of this service.

The XML schema documents of the used data typedameled in a zip file with the
present document and can be downloaded at

http://repository.sany-ip.eu/svn/schemas/v2/scheacatity/and from the SANY website

http://www.sany-ip.eu/

In addition to XML Schema Documents specified ims thppendix, this specification
requires several normative XML Schema Documentgs&@hXML Schema Documents define
the common data types, e.g. common Exception T\Besic Data Types and the GML Profile.

This file contains the XML Schema documents of @& Basic Service and Identity
Management and Authentication Service.

The namespaces

http://eu-orchestra. org/ OA/ OABasi cServi ce/ types/ 1.0,

http://eu-orchestra. org/ OA OABasi cServi ce/ exceptions/1.0, ale used.

8.1.1 identity_authen_exceptions.xsd

<?xm version="1.0" encodi ng="w ndows- 1252" ?>
<schema xm ns="http://ww. w3. or g/ 2001/ XM_.Schema"

xm ns:ia exc="http://ww. environatics. net/ W5/ |dentityManagenent AndAut henti cat
i onServi ce/ exceptions/2.0"

xm ns: oab_exc="http://eu-
orchestra. or g/ OA/ OABasi cSer vi ce/ excepti ons/ 1. 0"

el ement For mDef aul t =" qual i fied"

t ar get Nanespace="htt p: // ww. envi romati cs. net/ W5/ | dent i t yManagenent AndAut hent i
cationServi cel/ exceptions/2.0"
version="1.0">
<i nmport nanespace="http://eu-
orchestra. org/ OA/ OABasi cSer vi ce/ exceptions/ 1. 0"

schemaLocati on="http://ww. envi romati cs. net/ W5/ Orchest raAr chi ve/ oa_basi c_ex. x
sd"/ >

<el ement nanme="|dentityNot FoundExcepti on"
substituti onG oup="o0ab_exc: OA Abstract Exception"
type="ia_exc: |l dentityNot FoundExcepti onType"/>
<conpl exType nanme="I|dentityNot FoundExcepti onType" >
<conpl exCont ent >
<ext ensi on base="oab_exc: OA Abstract Exception">
<sequence/ >
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</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType name="I|dentityNot FoundExcepti onPropertyType">
<sequence m nCccurs="0">
<el ement ref="ia exc:ldentityNot FoundException"/>
</ sequence>
</ conpl exType>

<el ement nane="Aut henti cati onFai | edExcepti on"
substituti onG oup="o0ab_exc: OA Abstract Exception"
type="ia_exc: Aut henti cati onFai | edExcepti onType"/>
<conpl exType nanme="Aut henti cati onFai | edExcepti onType" >
<conpl exCont ent >
<ext ensi on base="oab_exc: OA Abstract Exception">
<sequence/ >
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType nanme="Aut henti cati onFai | edExcepti onPropertyType">
<sequence m nCccurs="0">
<el enent ref="ia exc: Aut henti cati onFai |l edException"/>
</ sequence>
</ conpl exType>

</ schema>
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8.1.2 identity_authen__ types.xsd

<?xml version="1.0" encodi ng="w ndows- 1252" ?>
<schema xm ns="http://ww. w3. or g/ 2001/ XM_Schenma"

xmns:ia types="http://ww. environatics. net/ W5/ | dentityManagenent AndAut henti c
ationService/types/2.0"

xm ns: prns_types="http://ww. enviromatics. net/ W5/ Profil eManagenent Servi ce/ type
s/2.0"

t ar get Nanespace="htt p: // ww. envi romati cs. net/ W5/ | dent i t yManagenent AndAut hent i
cationService/types/2.0"
el enent For nDef aul t =" qual i fi ed" version="1.0">
<i nport
namespace="http://ww. envi romati cs. net/ W5/ Profi | eManagenent Servi ce/ t ypes/ 2. 0"

schemaLocati on="http://ww. envi romati cs. net/ W5/ Prof i | eManagenent Servi ce/ t ypes
[/ 2.0/ profil emanagenent _types. xsd"/ >

<el ement nane="Aut henti catedl dentity"
type="ia_types: Aut henti cat edl dentityType"
substitutionG oup="ia types: Attributedl dentity"/>
<conpl exType name="Aut henti catedl dentityType">
<annot at i on>
<docunent ati on>Represents a identity after it is authenticated.
An aut henticated identity consists of the authenticated identity as well as a
time coverage the authentication is valid.</docunmentation>
</ annot ati on>
<conpl exCont ent >
<extensi on base="ia types: Attributedl dentityType">
<sequence>
<el enent nanme="sessionld" type="string"/>
<el ement nanme="validityEnd" type="dateTi ne"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType name="Aut henti cat edl dentityPropertyType">
<sequence mi nCccurs="0">
<el enent ref="ia types: Aut henticatedl dentity"/>
</ sequence>
</ conpl exType>

<el enent nanme="Attri butedldentity" type="ia_ types: AttributedldentityType"
substitutionGoup="ia types:ldentity"/>
<conpl exType nanme="Attri butedl dentityType">
<conpl exCont ent >
<extension base="ia types:|dentityType">
<sequence>
<el ement nanme="attributes"
type="ia_types:ldentityAttributesType"/>
<el enent nanme="identities">
<conpl exType>
<sequence>
<el enent ref="ia types: Attributedldentity"
m nOccur s="0" maxCccur s="unbounded"/ >
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</ sequence>
</ conpl exType>
</ el enent >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

<el enent nanme="ldentityAttributes"”
type="ia_types:ldentityAttributesType"/>

<conpl exType nanme="ldentityAttributesType">
<sequence/ >

</ conpl exType>

<conpl exType nane="I|dentityAttributesPropertyType">
<sequence mi nCccurs="0">

<elenment ref="ia types:ldentityAttributes"/>

</ sequence>

</ conpl exType>

<el enent nanme="KeyVectorldentityAttributes"
type="ia_types: KeyVectorldentityAttributesType"
substitutionG oup="ia types:ldentityAttributes"/>
<conpl exType name="KeyVectorldentityAttributesType">
<conpl exCont ent >
<extensi on base="ia_ types:ldentityAttributesType">
<sequence>
<el enent ref="ia types: KeyVectorPair" m nQccurs="0"
maxQccur s="unbounded"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

<el ement nanme="KeyVectorPair" type="ia_types: KeyVectorPairType"/>
<conpl exType name="KeyVect or Pai r Type" >
<sequence>
<el ement nane="key" type="string"/>
<el ement nane="vector">
<conpl exType>
<sequence>
<el ement nanme="el enent" type="string" m nCccurs="0"
maxQccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el enent >
</ sequence>
</ conpl exType>

<el ement name="Usernanel dentity" type="ia_types: Usernanel dentityType"
substitutionG oup="ia types: Attributedldentity"/>
<conpl exType nanme="User nanel dentityType">
<conpl exCont ent >
<ext ensi on base="ia_types: Attributedl dentityType">
<sequence>
<el ement name="usernane" type="string"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType nanme="User nanel dentityPropertyType">
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<sequence m nCccurs="0">
<el enment ref="ia types: Usernaneldentity"/>
</ sequence>
</ conpl exType>

<el enent name="G oupldentity" type="ia_types: G oupldentityType"
substitutionG oup="ia types: Attributedl dentity"/>
<conpl exType name="G oupl dentityType">
<conpl exCont ent >
<ext ensi on base="ia types:AttributedldentityType">
<sequence>
<el enent nanme="groupnane" type="string"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType name="G oupl dentityPropertyType">
<sequence mi nCccurs="0">
<el enent ref="ia types: Goupldentity"/>
</ sequence>
</ conpl exType>

<el ement nanme="Passwor dCredenti al s"
type="ia_types: PasswordCredenti al sType"
substituti onG oup="ia_types: Credential s"/>
<conpl exType name="Passwor dCr edenti al sType">
<annot at i on>
<docunent ati on>Represents the identities password. The password
gets stored encoded only and is transfered usi ng Base64-encodi ng. Using
Base64- Encodi ng prevents the occurance of not valid characters within the XM
docunent s. </ docunent ati on>
</ annot ati on>
<conpl exCont ent >
<extension base="ia types: Credential sType">
<sequence>
<el enent nanme="password" type="string"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType name="Passwor dCr edenti al sPropertyType">
<sequence mi nCccurs="0">
<el enent ref="ia types: PasswordCredential s"/>
</ sequence>
</ conpl exType>

<el enent nane="ldentity" type="ia types:|ldentityType"/>
<conpl exType name="|dentityType">
<sequence>
<el ement nanme="id" type="integer"/>
<el ement name="origin" type="string"/>
<l--el enent nanme="ref G oups">
<conpl exType>
<sequence>
<el enment nane="Sequence" >
<conpl exType>
<sequence>
<el enent nane="el enent”
type="pns_types: G oupPropertyType" m nCccurs="0" maxOccur s="unbounded"/ >
</ sequence>
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</ conpl exType>
</ el enent >
</ sequence>
</ compl exType>
</ el enent -->
<el enent name="refProfile" type="pns_types: Profil ePropertyType"
m nOccur s="0"/ >
<el enent nane="active" type="bool ean"/>
</ sequence>
</ conpl exType>
<conpl exType nanme="I|dentityPropertyType">
<sequence m nCccurs="0">
<elenent ref="ia types:ldentity"/>
</ sequence>
</ conpl exType>

<el enent nane="Credential s" type="ia_types: Credential sType"/>
<conpl exType nane="Credenti al sType">
<annot at i on>
<docunent ati on>Credentials e.g. used by identities in the context
of Aut hentication Services. </ docunentation>
</ annot ati on>
<sequence>
<el ement nane="id" type="integer"/>
</ sequence>
</ conpl exType>
<conpl exType nanme="Credenti al sPropertyType">
<sequence mi nCccurs="0">
<el enent ref="ia types: Credential s"/>
</ sequence>
</ conpl exType>

<el enent nane="Aut henti cati onSessi onl nformati on"
type="ia_types: Aut henti cati onSessi onl nfornati onType"/>
<conpl exType name="Aut henti cati onSessi onl nf ormati onType" >
<annot ati on>
<docurent ation>ldentifies a session and is used to determ ne
whether the by it specified session is still valid. What shape does a
Sessi onKey have?</docunent ati on>
</ annot ati on>
<sequence>
<el enent nane="aut henti catedi dentities">
<conpl exType>
<sequence>
<el ement nane="Sequence" >
<conpl exType>
<sequence>
<el enent nane="el enent”
type="ia_types: Aut henti catedl dentityPropertyType" m nQccurs="0"
maxCccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el enent >
</ sequence>
</ conpl exType>
</ el enent >
</ sequence>
</ conpl exType>
<conpl exType name="Aut henti cati onSessi onl nf or mati onPropertyType">
<sequence m nCccurs="0">
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<el ement ref="ia types: Aut henti cati onSessi onlnformation"/>
</ sequence>
</ conpl exType>

<el ement nanme="SequenceO | dentity"
type="ia_types: SequenceX | dentityType"/>
<conpl exType nane="SequenceO | dentityType">
<sequence>
<el ement nane="identities">
<conpl exType>
<sequence>
<el ement nane="Sequence" >
<conpl exType>
<sequence>
<el enent nane="El enent”
type="ia_types:ldentityPropertyType" m nCccurs="0" maxCQccurs="unbounded"/>
</ sequence>
</ conpl exType>
</ el enent >
</ sequence>
</ conpl exType>
</ el enent >
</ sequence>
</ conpl exType>
<conpl exType name="SequenceCf | dentityPropertyType">
<sequence m nCccurs="0">
<el enent ref="ia types: SequenceO I dentity"/>
</ sequence>
</ conpl exType>
</ schema>
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8.1.3 identity_authen_requests.xsd

<?xm version="1.0" encodi ng="w ndows- 1252" ?>
<schema xm ns="http://ww. w3. org/ 2001/ XM_Schena"
xm ns: gm ="http://ww. opengi s. net/gm "

xm ns:ia types="http://ww. environatics. net/ W5/ | dentityManagenent AndAut henti c
ati onService/types/2.0"

xm ns:ia_requests="http://ww.enviromatics.net/ W5/ |dentityManagenment AndAut hen
ticationServicel/requests/2.0"

xm ns: oas="http://eu-orchestra. org/ QA OABasi cServi ce/ types/ 1. 0"

xm ns: sanm p="urn: oasi s: names: tc: SAM.: 2. 0: prot ocol "

xm ns: sanm a="urn: oasi s: nanmes: tc: SAM.: 2. 0: assertion”

t ar get Nanespace="htt p://ww. envi romati cs. net/ W5/ | dent i t yManagenent AndAut hent
cationServicel/ requests/2.0"
el ement For mDef aul t =" qual i fied"
version="1.0">
<i nport
nanespace="http://ww. envi romati cs. net/ W8/ | denti t yManagenment AndAut henti cati on
Servi ce/types/2.0"

schemalLocati on="http://ww. enviromati cs. net/ W5/ | denti t yManagenent AndAut henti c
ationService/types/2.0/identity_authen_types. xsd"/>
<I-- TODO sanp protocol cannot be verified because of xm enc and xm dsig
-->
<i nport nanespace="urn:oasi s: nanes:tc: SAM.: 2. 0: assertion"
schemalLocation="http://docs. oasi s-
open. org/ security/sam /v2.0/sanl - schema-assertion-2.0.xsd"/>
<i nmport namespace="urn: oasi s: nanes: tc: SAM.: 2. 0: prot ocol "
schenmalLocation="http://docs. oasi s-
open. org/ security/sam /v2.0/sanl - schema- protocol - 2. 0. xsd"/ >
<i nport nanespace="http://eu-orchestra. org/ OA OABasi cServi ce/ types/1.0"

schenalLocation="http://ww. enviromati cs. net/ W5/ Or chestraArchi ve/ oa_basi c. xsd"
/>

<el ement nanme="activatel dentityRequest”
type="ia_requests:activateldentityRequest"/>
<conpl exType nanme="activatel dentityRequest">
<sequence>
<el ement nanme="identity" type="ia_ types:ldentityType"/>
</ sequence>
</ conpl exType>

<el enent nane="addCredenti al sRequest "
type="ia_requests: addCredenti al sRequest"/ >
<conpl exType name="addCredenti al sRequest ">
<sequence>
<el enent nane="identity" type="ia_ types:|ldentityType"/>
<el enent nane="credential " type="ia_ types: Credential sType"/>
</ sequence>
</ conpl exType>
<conpl exType name="addl dentityToG oupRequest ">
<sequence>
<el enent nane="identity" type="ia types:|ldentityType"/>
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<el enent nane="group" type="ia_types: GoupldentityType"/>
</ sequence>
</ conpl exType>
<conpl exType name="del et el dentityFronG oupRequest ">
<sequence>
<el enent name="identity" type="ia_types:ldentityType"/>
<el enent nane="group" type="ia_types: GoupldentityType"/>
</ sequence>
</ conpl exType>

<el enent nanme="createl dentityRequest"
type="ia_requests:createldentityRequest"/>
<conpl exType nanme="creat el dentityRequest">
<sequence>
<el enent name="identity" type="ia_types:ldentityType"/>
</ sequence>
</ conpl exType>

<el enent nane="deacti vatel dentityRequest"
type="ia_requests: deactivatel dentityRequest"/>
<conpl exType nanme="deacti vatel dentityRequest">
<sequence>
<el enent nane="identity" type="ia types:|ldentityType"/>
</ sequence>
</ conpl exType>

<el enent nane="del et eCredenti al sRequest "
type="ia_requests: del et eCredenti al sRequest"/ >
<conpl exType nanme="del et eCredenti al sRequest ">
<sequence>
<el enent nanme="identity" type="ia_types:ldentityType"/>
</ sequence>
</ conpl exType>

<el enent nanme="del et el dentityRequest"
type="ia_requests:del eteldentityRequest"/>
<conpl exType nanme="del et el denti t yRequest">
<sequence>
<el enent nane="identity" type="ia types:ldentityType"/>
</ sequence>
</ conpl exType>

<el enent nane="updat eCredenti al sRequest "
type="ia_requests: updat eCredenti al sRequest"/ >
<conpl exType nanme="updat eCredenti al sRequest ">
<sequence>
<el enent nane="credential " type="ia_ types: Credential sType"/>
<el enent nane="identity" type="ia types:|ldentityType"/>
</ sequence>
</ conpl exType>

<el enent nane="updat el dentityRequest"
type="ia_ requests: updateldentityRequest"/>
<conpl exType nanme="updat el denti t yRequest">
<sequence>
<el enent name="identity" type="ia_types:ldentityType"/>
</ sequence>
</ conpl exType>
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<el enent name="veri f ySessi onl nf or mat i onRequest "
type="ia_requests:verifySessionl nformati onRequest"/>
<conpl exType name="veri fySessi onl nf or mati onRequest ">
<sequence>
<el enent ref="sanl a: Assertion" maxCccur s="unbounded"/ >
</ sequence>
</ conpl exType>

<el enent nane="veri fySessi onl nf or mat i onResponse”
type="ia_requests:verifySessionl nformati onResponse"/ >
<conpl exType nanme="verifySessionl nformati onResponse" >
<sequence>
<el enent ref="sam p: Status"/>
<el ement nanme="al | Val i d" type="bool ean"/>
<el enent ref="sanl a: Assertion" m nCccurs="0"
maxQccur s=" unbounded"/ >
</ sequence>
</ conpl exType>

<el enent nane="getl dentitiesRequest"
type="ia_requests:getldentiti esRequest"/>
<conpl exType nanme="get |l dentiti esRequest">
<sequence>
<el enent nane="query" type="oas: OA Query"/>
</ sequence>
</ conpl exType>

<el enent nane="getl dentitiesResponse"
type="ia requests:getldentiti esResponse"/>
<conpl exType nanme="get | dentitiesResponse">
<sequence>

<el enent nane="identity" type="ia_ types: SequenceC | dentityType"/>

</ sequence>
</ conpl exType>
</ schema>
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8.2. WSDL Document

The following WSDL Version 1.1 document is the famspecification of the Identity
Management and Authentication Service accordingules of the “SANY Web Services
Platform”. It defines the mandatory SOAP binding.

The WSDL document is bundled in a zip file with theesent document and can be
downloaded at

http://repository.sany-ip.eu/svn/schemas/v2/wsdlisty/ and from the SANY website

http://www.sany-ip.eu/

<?xm version="1.0"?>
<wsdl : definitions xmns: xs="http://ww. w3. org/ 2001/ XM_Schenma"
xm ns: soap="http://schemas. xm soap. or g/ wsdl / soap/"
xm ns: http="http://schemas. xm soap. org/ wsdl / http/"
xm ns: mi me="http://schemas. xm soap. or g/ wsdl / mi me/ "
xm ns: wsdl =" http://schenmas. xm soap. org/ wsdl /"

xm ns:ia="http://ww. environatics. net/ W5/ | dentityManagenent AndAut henti cati onS
ervice"

xm ns:ia_requests="http://ww.enviromatics.net/ W5/ |dentityManagenment AndAut hen
ticationServicel/requests/2.0"

xm ns:ia_exc="http://ww. enviromatics. net/Ws/ | dentityManagenent AndAut henti cat
i onSer vi ce/ exceptions/2.0"

xm ns: pa_exc="http://ww. enviromatics. net/ W5/ Pol i cyManagenent AndAut hori sati on
Servi ce/ exceptions/ 2. 0"

xm ns:ia types="http://ww. environmatics. net/ W5/ | dentityManagenent AndAut henti c
ationService/types/2.0"

xm ns: oab_exc="http://eu-orchestra. org/ OA/ OABasi cServi ce/ exceptions/ 1. 0"

xm ns: oab_types="http://eu-orchestra. org/ QA QABasi cServi ce/types/1.0"

xm ns: bdt="http://eu-orchestra. org/ basi cTypes/ 1. 0"

xm ns: sam p="urn: oasi s: nanes: tc: SAM.: 2. 0: prot ocol "

xm ns: sanml a="ur n: oasi s: names: tc: SAM.: 2. 0: assertion”

name="1dent it yManagenent AndAut henti cati onServi cel nst ance"

target Nanespace="http://ww. envi romati cs. net/ W5/ | dent i t yManagenent AndAut hent i
cationService" xmns:plnk="http://docs. oasi s-open. org/ wsbpel /2. 0/ pl nkt ype" >
<wsdl : types>
<xs:schem

t ar get Nanespace="htt p: // ww. envi romati cs. net/ W5/ | dent i t yManagenent AndAut hent i
cationService"

xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schenma"

el enent For nDef aul t =" qual i fi ed"

attri but eFornDefaul t="qualified">

<xs:inmport nanmespace="http://eu-orchestra.org/basicTypes/1l.0"

schemalLocati on="http://ww. enviromatics. net/ W5/ Or chestraArchi ve/ basi c_types. x
sd"/>
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<xs:inport nanmespace="http://eu-
orchestra. or g/ QA/ OABasi cServi ce/ exceptions/1.0"

schemalLocati on="http://ww. enviromatics. net/ W5/ Or chestraArchi ve/ oa_basi c_ex. x
sd"/ >

<xs:inmport nanmespace="http://eu-
orchestra. org/ QA/ OABasi cServi ce/ types/ 1. 0"

schenaLocati on="http://ww. enviromati cs. net/ W5/ Or chestraArchi ve/ oa_basi c. xsd"
/>

<xs:inport
nanespace="http://ww. envi romati cs. net/ W5/ | denti t yManagenment AndAut henti cati on
Servi ce/ requests/2.0"

schemalLocati on="http://ww. enviromati cs. net/ W5/ | denti t yManagenent AndAut henti c
ationService/requests/2.0/identity_authen_requests. xsd"/>

<Xs: i nport
nanespace="http://ww. envi romati cs. net/ W8/ Pol i cyManagenent AndAut hori sati onSer
vi cel exceptions/2.0"

schemalLocation="http://ww. enviromati cs. net/ W5/ Pol i cyManagenent AndAut hori sat i
onServi ce/ exceptions/ 2.0/ policy_author_exceptions.xsd"/>

<XSs: i nport
nanespace="http://ww. enviromati cs. net/ W8/ | denti t yManagenment AndAut henti cati on
Servi ce/ exceptions/2.0"

schemalLocati on="http://ww. environmatics. net/ W5/ | dentityManagenent AndAut henti c
ati onServicel/ exceptions/2.0/identity_authen_exceptions.xsd"/>

<Xs: i nport
nanespace="http://ww. envi romati cs. net/ W5/ | denti t yManagenment AndAut henti cati on
Service/types/2.0"

schemalLocati on="http://ww. environmatics. net/ W5/ | dentityManagenent AndAut henti c
ationService/types/2.0/identity authen_types. xsd"/>
<xs:inmport namespace="urn:oasis:nanes:tc: SAM.: 2. 0: assertion”
schemalLocation="http://docs. oasi s-
open. org/security/sam /v2.0/sanm -schema-assertion-2.0.xsd"/>
<xs:inport nanespace="urn:oasi s:nanes:tc: SAM.: 2. 0: prot ocol "
schenmalLocation="http://docs. oasi s-
open. org/ security/sam /v2.0/sanl - schema- protocol - 2. 0. xsd"/ >
</ xs: schema>
</wsdl : types>
<wsdl : nessage nane="get Capabi | itiesRequest">
<wsdl : part nane="request”
el ement =" oab_t ypes: OA_Cet Capabi |l i ti esRequest"/ >
</ wsdl : nressage>
<wsdl : nessage nane="get Capabi | itiesResponse">
<wsdl : part nane="response"”
el ement =" oab_t ypes: OA Get Capabiliti esResponse"/>
</ wsdl : nressage>
<wsdl : nessage nanme="activatel dentityRequest">
<wsdl : part nanme="request”
el ement="ia requests:activateldentityRequest"/>
</ wsdl : mressage>
<wsdl : nessage nanme="addCredenti al sRequest ">
<wsdl : part nanme="request"”
el ement ="i a_requests: addCredenti al sRequest"/ >
</ wsdl : mressage>
<wsdl : nessage nane="createl dentityRequest">
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<wsdl : part nanme="request"”
el ement="i a_requests: createldentityRequest"/>
</ wsdl : mressage>
<wsdl : nessage nane="deactivatel dentityRequest">
<wsdl : part nanme="request"”
el ement ="i a_requests: deactivatel dentityRequest"/>
</ wsdl : mressage>
<wsdl : nessage nane="| ogi nRequest ">
<wsdl : part nane="request" el enent="sanl p: Aut hnRequest "/ >
</ wsdl : nressage>
<wsdl : nessage nane="| ogi nResponse" >
<wsdl : part nanme="response" el enent="sanl p: Response"/ >
</ wsdl : mressage>
<wsdl : nessage nane="del et eCredenti al sRequest ">
<wsdl : part nanme="request"”
el ement ="i a_requests: del et eCredenti al sRequest "/ >
</ wsdl : mressage>
<wsdl : nessage nane="del et el dentityRequest">
<wsdl : part nanme="request”
el ement ="i a_requests: del etel dentityRequest"/>
</ wsdl : nressage>
<wsdl : nessage nanme="updat eCredenti al sRequest ">
<wsdl : part nanme="request”
el ement ="i a_requests: updat eCredent i al sRequest"/ >
</ wsdl : nressage>
<wsdl : nessage nane="updat el dentityRequest">
<wsdl : part nanme="request”
el ement ="i a_requests: updat el dentityRequest"/>
</ wsdl : mressage>
<wsdl : nessage nanme="verifySessionl nfornmati onRequest ">
<wsdl : part nanme="request"”
el ement ="i a_requests: verifySessi onl nfornmati onRequest"/ >
</ wsdl : mnessage>
<wsdl : nessage nane="verifySessionl nfornati onResponse" >
<wsdl : part nanme="response”
el ement ="i a_requests: verifySessi onl nformati onResponse"/ >
</ wsdl : mressage>
<wsdl : nessage nane="getl dentitiesRequest">
<wsdl : part nane="request”
el ement="ia_requests: getldentiti esRequest"/>
</ wsdl : mressage>
<wsdl : nessage nane="getldentiti esResponse">
<wsdl : part nane="response" el enent="ia_types: SequenceC | dentity"/>
</ wsdl : mressage>
<wsdl : nessage nane="|nval i dPar anet er Val ueFaul t ">
<wsdl : part nanme="0A_| nval i dPar anmet er Val ue"
el ement =" oab_exc: OA I nval i dPar anet er Val ue"/ >
</ wsdl : mressage>
<wsdl : nessage nanme="M ssi ngPar anet er Val ueFaul t ">
<wsdl : part nanme="0OA M ssi ngPar anet er Val ue"
el ement =" oab_exc: OA_M ssi ngPar anet er Val ue"/ >
</ wsdl : mressage>
<wsdl : nessage nane="NoAppl i cabl eCodeFaul t">
<wsdl : part nane="0A NoApplicabl eCode"
el ement =" oab_exc: OA_NoAppl i cabl eCode" />
</ wsdl : nressage>
<wsdl : nessage nanme="Internal Error Faul t">
<wsdl : part nane="0OA Internal Error”
el ement =" oab_exc: OA Internal Error"/>
</ wsdl : mressage>
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<wsdl : nessage nanme="|dentityNot FoundFaul t">
<wsdl : part nanme="IdentityNot FoundException"
el ement="i a_exc: | dentityNot FoundException"/>
</ wsdl : mressage>
<wsdl : nessage nane="Perni ssi onDeni edFaul t ">
<wsdl : part nanme="Pern ssi onDeni edExcepti on”
el ement =" pa_exc: Perm ssi onDeni edException"/>
</ wsdl : mressage>
<wsdl : nessage nanme="Aut henticati onFai |l edFaul t">
<wsdl : part nanme="Aut henti cati onFai | edException”
el ement ="i a_exc: Aut henti cati onFai | edException"/>
</ wsdl : nressage>
<wsdl : nessage nanme="Versi onNegoti ationFail ed">
<wsdl : part nane="0OA Versi onNegoti ati onFail ed"
el ement =" oab_exc: OA Ver si onNegoti ati onFail ed"/>
</ wsdl : nressage>
<wsdl : nessage nane="UnsupportedCapSchenma" >
<wsdl : part nane="0OA UnsupportedCapSchema"
el ement =" oab_exc: OA Unsupport edCapSchema"/ >
</ wsdl : nressage>
<wsdl : port Type nanme="|dentityManagenent AndAut henti cati onService">
<wsdl : operation nane="get Capabilities">
<wsdl : i nput nane="capabi |l itiesRequest”
message="i a: get Capabi l i ti esRequest"/>
<wsdl : out put nanme="capabi | itiesResponse”
message="i a: get Capabi l i ti esResponse"/ >
<wsdl : fault nane="Inval i dParanet er Val ue"
message="i a: I nval i dPar anet er Val ueFaul t"/ >
<wsdl : fault nane="M ssi ngPar anet er Val ue"
nmessage="i a: M ssi ngPar anet er Val ueFaul t "/ >
<wsdl : fault nane="NoAppl i cabl eCode"
message="1i a: NoAppl i cabl eCodeFaul t"/ >
<wsdl : fault nanme="Internal Error"
message="ia: I nternal ErrorFaul t"/>
<wsdl : fault nane="Versi onNegotiationFail ed"
nmessage="1i a: Ver si onNegot i ati onFai |l ed"/>
<wsdl : fault nane="UnsupportedCapSchema"
message="i a: Unsupport edCapSchema"/ >
</ wsdl : operati on>
<wsdl : operati on nane="verifySessionlnformation">
<wsdl : docunent ati on>The veri fySessi onl nformati on operation
det ermi nes whether the given session-infornmation is
val i d. </ wsdl : docunent ati on>
<wsdl : i nput nane="veri fySessi onl nf or mat i onRequest Request "
message="i a: veri fySessi onl nf or mat i onRequest "/ >
<wsdl : out put name="veri fySessi onl nf ormati onRequest Response”
message="i a: veri fySessi onl nf or mat i onResponse"/ >
</ wsdl : operation>
<wsdl : operation nane="updatel dentity">
<wsdl : i nput nane="updat el dentityRequest Request "
message="i a: updat el denti t yRequest"/ >
<wsdl : fault nanme="Inval i dParanet er Val ue"
message="i a: | nval i dPar anet er Val ueFaul t "/ >
<wsdl : fault nane="M ssi ngPar anet er Val ue"
nmessage="i a: M ssi ngPar anet er Val ueFaul t "/ >
<wsdl : fault nane="NoAppl i cabl eCode"
message="1i a: NoAppl i cabl eCodeFaul t"/ >
<wsdl : fault nanme="Internal Error"
message="ia: I nternal ErrorFaul t"/>
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<wsdl : fault nane="I|dentityNot Found"
nmessage="i a: | dentityNot FoundFaul t"/>
<wsdl : fault nanme="Perm ssi onDeni ed"
message="i a: Perm ssi onDeni edFaul t"/ >
</ wsdl : operati on>
<wsdl : operati on nane="updat eCredential s">
<wsdl : i nput nane="updat eCredenti al sRequest Request”
message="1i a: updat eCr edenti al sRequest"/ >
<wsdl : fault nanme="Inval i dParanet er Val ue"
nmessage="i a: | nval i dPar anet er Val ueFaul t "/ >
<wsdl : fault nane="M ssi ngPar anet er Val ue"
nmessage="i a: M ssi ngPar anet er Val ueFaul t "/ >
<wsdl : fault nanme="NoAppl i cabl eCode"
message="i a: NoAppl i cabl eCodeFaul t"/ >
<wsdl : fault nane="Internal Error"
nmessage="ia: Internal ErrorFault"/>
<wsdl : fault nane="Perm ssi onDeni ed"
message="i a: Perni ssi onDeni edFaul t"/ >
</ wsdl : operation>
<wsdl : operati on nane="del eteldentity">
<wsdl : i nput nane="del et el dentityRequest Request”
message="i a: del et el denti t yRequest"/ >
<wsdl : fault nanme="Inval i dParanet er Val ue"
message="i a: I nval i dPar anet er Val ueFaul t "/ >
<wsdl : fault nane="M ssi ngPar anet er Val ue"
nmessage="i a: M ssi ngPar anet er Val ueFaul t "/ >
<wsdl : fault nanme="NoAppl i cabl eCode”
message="1i a: NoAppl i cabl eCodeFaul t"/ >
<wsdl : fault nanme="Internal Error"
nmessage="ia: Internal ErrorFault"/>
<wsdl : fault nane="|dentityNot Found"
message="i a: | denti t yNot FoundFaul t"/ >
<wsdl : fault nanme="Perm ssi onDeni ed"
message="i a: Permi ssi onDeni edFaul t"/ >
</ wsdl : operati on>
<wsdl : operati on nane="del et eCredential s">
<wsdl : i nput nane="del et eCredent i al sRequest Request "
message="i a: del et eCredenti al sRequest"/ >
<wsdl : fault nanme="Inval i dParanet er Val ue"
nmessage="i a: | nval i dPar anet er Val ueFaul t "/ >
<wsdl : fault nane="M ssi ngPar anet er Val ue"
message="i a: M ssi ngPar anet er Val ueFaul t "/ >
<wsdl : fault nanme="NoAppl i cabl eCode"
message="1i a: NoAppl i cabl eCodeFaul t"/ >
<wsdl : fault nane="Internal Error"
nmessage="ia: Internal ErrorFault"/>
<wsdl : fault nane="|dentityNot Found"
message="i a: | denti t yNot FoundFaul t"/ >
<wsdl : fault nanme="Perm ssi onDeni ed"
nmessage="1i a: Per m ssi onDeni edFaul t"/>
</ wsdl : operati on>
<wsdl : operation nane="|ogi n">
<wsdl : i nput nane="| ogi nRequest Request”
message="1 a: | ogi nRequest "/ >
<wsdl : out put name="| ogi nRequest Response”
nmessage="i a: | ogi nResponse"/ >
</ wsdl : operation>
<wsdl : operation nane="deactivateldentity">

<wsdl : i nput nane="deacti vatel dentityRequest Request"

nmessage="i a: deactivat el dentityRequest"/>
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<wsdl : fault nane="Inval i dPar anet er Val ue"
nmessage="i a: | nval i dPar anet er Val ueFaul t "/ >
<wsdl : fault nane="M ssi ngPar anet er Val ue"
message="1i a: M ssi ngPar anet er Val ueFaul t"/ >
<wsdl : faul t nane="NoAppl i cabl eCode"
nmessage="1i a: NoAppl i cabl eCodeFaul t"/ >
<wsdl : fault nane="Internal Error"
message="ia: I nternal ErrorFaul t"/>
<wsdl : fault nane="|dentityNot Found"
nmessage="i a: | dentityNot FoundFaul t"/>
<wsdl : fault nane="Perm ssi onDeni ed"
nmessage="1i a: Per m ssi onDeni edFaul t"/ >
</ wsdl : operation>
<wsdl : operation nane="createldentity">
<wsdl : i nput nane="createl dentityRequest Request”
nmessage="i a: createl dentityRequest"/>
<wsdl : fault nanme="Inval i dParanet er Val ue"
message="i a: I nval i dPar anet er Val ueFaul t "/ >
<wsdl : fault nane="M ssi ngPar anet er Val ue"
message="i a: M ssi ngPar anet er Val ueFaul t "/ >
<wsdl : faul t nane="NoAppl i cabl eCode"
message="1i a: NoAppl i cabl eCodeFaul t"/ >
<wsdl : fault nanme="Internal Error"
message="ia: I nternal ErrorFaul t"/>
<wsdl : fault nane="Perm ssi onDeni ed"
nmessage="1i a: Per m ssi onDeni edFaul t"/ >
</ wsdl : operation>
<wsdl : operation nane="addCredenti al s">
<wsdl : i nput nane="addCredenti al sRequest Request "
nmessage="1i a: addCr edenti al sRequest "/ >
<wsdl : fault nane="Inval i dPar anet er Val ue"
message="i a: I nval i dPar anet er Val ueFaul t "/ >
<wsdl : fault nane="M ssi ngPar anet er Val ue"
message="i a: M ssi ngPar anet er Val ueFaul t "/ >
<wsdl : faul t nane="NoAppl i cabl eCode"
nmessage="1i a: NoAppl i cabl eCodeFaul t"/ >
<wsdl : fault nanme="Internal Error"
message="ia: I nternal ErrorFaul t"/>
<wsdl : fault nane="|dentityNot Found"
nmessage="ia: | dentityNot FoundFaul t"/>
<wsdl : fault nane="Perm ssi onDeni ed"
message="i a: Perni ssi onDeni edFaul t"/ >
</ wsdl : operation>
<wsdl : operation nane="activateldentity">

<wsdl : i nput nane="activatel dentityRequest Request”

nmessage="i a: activatel dentityRequest"/>
<wsdl : fault nanme="Inval i dParanet er Val ue"
message="i a: | nval i dPar anet er Val ueFaul t "/ >
<wsdl : fault nane="M ssi ngPar anet er Val ue"
nmessage="i a: M ssi ngPar anet er Val ueFaul t "/ >
<wsdl : faul t nane="NoAppl i cabl eCode"
message="i a: NoAppl i cabl eCodeFaul t"/ >
<wsdl : fault nanme="Internal Error"
message="ia: I nternal ErrorFaul t"/>
<wsdl : fault nane="|dentityNot Found"
nmessage="i a: | dentityNot FoundFaul t"/>
<wsdl : fault nanme="Perm ssi onDeni ed"
message="i a: Perni ssi onDeni edFaul t"/ >
</ wsdl : operation>
<wsdl : operati on nane="getldentities">
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<wsdl : i nput nane="get | dentitiesRequest Request"”

message="ia: getldentiti esRequest"/>

<wsdl : out put name="getl dentiti esRequest Response"

message="i a: getl dentiti esResponse"/>
<wsdl : fault nane="Inval i dPar anet er Val ue"
nmessage="i a: | nval i dPar anet er Val ueFaul t "/ >
<wsdl : fault nane="M ssi ngPar anet er Val ue"
message="i a: M ssi ngPar anet er Val ueFaul t"/ >
<wsdl : fault nanme="NoAppl i cabl eCode"
message="1i a: NoAppl i cabl eCodeFaul t"/ >
<wsdl : fault nane="Internal Error"
nmessage="ia: Internal ErrorFault"/>
<wsdl : fault nanme="Perm ssi onDeni ed"
message="i a: Pernmi ssi onDeni edFaul t"/ >
</ wsdl : operati on>
</ wsdl : port Type>
<wsdl : bi ndi ng nanme="1dentityManagenent AndAut henti cati
type="ia: |l dentityManagenent AndAut henti cati onServi ce">
<soap: bi ndi ng styl e="docunent”
transport="http://schemas. xnl soap. org/ soap/ http"/>
<wsdl : operation nanme="get Capabilities">
<soap: operation soapActi on="get Capabilities"
<wsdl : i nput >
<soap: body use="literal "/>
</ wsdl : i nput >
<wsdl : out put >
<soap: body use="literal "/>
</ wsdl : out put >
<wsdl : fault nane="Inval i dParanet er Val ue">

onServi ce"

styl e="docunent"/>

<soap: fault nane="I|nval i dParaneterVal ue" use="literal"/>
</wsdl: fault>
<wsdl : fault nane="M ssi ngPar anet er Val ue" >

<soap: fault nane="M ssi ngPar anet er Val ue" use="literal "/>
</wsdl : faul t>
<wsdl : fault nanme="NoAppl i cabl eCode" >

<soap: fault nane="NoApplicabl eCode" use="literal"/>
</wsdl : faul t>
<wsdl : fault nane="Internal Error">

<soap: fault nane="Internal Error"” use="literal"/>
</wsdl: fault>
<wsdl : fault nane="UnsupportedCapSchema" >

<soap: fault nane="UnsupportedCapSchema" use="literal"/>
</wsdl : faul t>
<wsdl : fault nanme="Versi onNegotiationFailed">

<soap: fault nane="VersionNegotiationFailed" use="literal"/>

</ wsdl : faul t>
</ wsdl : operation>
<wsdl : operation nane="verifySessionlnformation">

<wsdl : docunent ati on>The veri fySessi onl nfornati on operation

det ermi nes whether the given session-information is
val i d. </wsdl : docunent ati on>

<soap: operation soapAction="verifySessionlnfornation"

styl e="docunent"/>
<wsdl : i nput >
<soap: body use="literal "/>
</ wsdl : i nput >
<wsdl : out put >
<soap: body use="literal "/>
</ wsdl : out put >
</ wsdl : operati on>
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<wsdl : operati on nanme="updatel dentity">
<soap: operation soapAction="updateldentity" style="docunent"/>
<wsdl : i nput >
<soap: body use="literal "/>
</ wsdl : i nput >
<wsdl : fault nane="Inval i dParanet er Val ue" >
<soap: fault nane="I|nval i dParaneterVal ue" use="literal"/>
</wsdl : faul t>
<wsdl : fault nane="M ssi ngPar anet er Val ue" >
<soap: fault nane="M ssi ngPar anet er Val ue" use="literal "/ >
</wsdl: fault>
<wsdl : fault nane="NoAppl i cabl eCode" >
<soap: fault nanme="NoAppl i cabl eCode" use="literal"/>
</wsdl : faul t>
<wsdl : fault nane="Internal Error">
<soap:fault nane="Internal Error” use="literal"/>
</wsdl : faul t>
<wsdl : fault nane="IdentityNot Found">
<soap: fault nane="I|dentityNot Found" use="literal"/>
</wsdl: fault>
<wsdl : fault nane="Perm ssi onDeni ed" >
<soap: fault nane="Perm ssi onDeni ed" use="literal"/>
</wsdl : faul t>
</ wsdl : operation>
<wsdl : operati on nane="updat eCredential s">
<soap: operation soapActi on="updateCredential s" style="docunent"/>
<wsdl : i nput >
<soap: body use="literal "/>
</ wsdl : i nput >
<wsdl : fault nane="Inval i dPar anet er Val ue" >
<soap: fault nane="|nval i dParaneterVal ue" use="literal"/>
</wsdl : faul t>
<wsdl : fault nane="M ssi ngPar anet er Val ue" >
<soap: fault nane="M ssi ngPar anet er Val ue" use="literal"/>
</wsdl: fault>
<wsdl : fault nanme="NoAppl i cabl eCode" >
<soap: fault nane="NoApplicabl eCode" use="literal"/>
</wsdl : faul t>
<wsdl : fault nane="Internal Error">
<soap:fault nane="Internal Error" use="literal"/>
</wsdl: fault>
<wsdl : fault nanme="Perm ssi onDeni ed">
<soap: fault nane="Perm ssi onDeni ed" use="literal"/>
</wsdl : faul t>
</ wsdl : operati on>
<wsdl : operati on nane="del eteldentity">
<soap: operation soapAction="del eteldentity" style="docunent"/>
<wsdl : i nput >
<soap: body use="literal "/>
</ wsdl : i nput >
<wsdl : fault nane="Inval i dParanet er Val ue" >
<soap: fault nane="I|nval i dParaneterVal ue" use="literal"/>
</wsdl : faul t>
<wsdl : fault nane="M ssi ngPar anet er Val ue" >
<soap: fault nane="M ssi ngPar anet er Val ue" use="literal "/ >
</wsdl: fault>
<wsdl : fault nane="NoAppl i cabl eCode" >
<soap: fault nane="NoApplicabl eCode" use="literal"/>
</wsdl : faul t>
<wsdl : fault nane="Internal Error">
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<soap:fault nane="Internal Error" use="literal"/>
</wsdl: fault>
<wsdl : fault nane="IdentityNot Found">
<soap: fault nane="I|dentityNot Found" use="literal"/>
</wsdl: fault>
<wsdl : fault nane="Perm ssi onDeni ed" >
<soap: fault nane="Perm ssionDeni ed" use="literal"/>
</wsdl : fault>
</ wsdl : operation>
<wsdl : operati on nane="del et eCredential s">
<soap: operation soapAction="del eteCredential s" style="docunent"/>
<wsdl : i nput >
<soap: body use="literal "/>
</ wsdl : i nput >
<wsdl : fault nane="Inval i dPar anet er Val ue" >
<soap: fault nane="I|nval i dParaneterVal ue" use="literal"/>
</wsdl : faul t>
<wsdl : fault nane="M ssi ngPar anet er Val ue" >
<soap: fault nane="M ssi ngPar anet er Val ue" use="literal"/>
</wsdl: fault>
<wsdl : fault nanme="NoAppl i cabl eCode" >
<soap: fault nanme="NoApplicabl eCode" use="literal"/>
</wsdl : faul t>
<wsdl : fault nane="Internal Error">
<soap:fault nane="Internal Error" use="literal"/>
</wsdl: fault>
<wsdl : fault nane="IdentityNot Found">
<soap: fault nane="I|dentityNot Found" use="literal"/>
</wsdl : faul t>
<wsdl : fault nane="Perm ssi onDeni ed" >
<soap: fault nane="Perm ssionDeni ed" use="literal"/>
</wsdl : faul t>
</ wsdl : operati on>
<wsdl : operation nane="|ogi n">
<soap: operation soapAction="login" style="docunent"/>
<wsdl : i nput >
<soap: body use="literal "/>
</ wsdl : i nput >
<wsdl : out put >
<soap: body use="literal "/>
</ wsdl : out put >
</ wsdl : operation>
<wsdl : operation nane="deactivateldentity">
<soap: operation soapAction="deactivateldentity"
styl e="docunent "/ >
<wsdl : i nput >
<soap: body use="literal "/>
</ wsdl : i nput >
<wsdl : fault nane="Inval i dParanet er Val ue" >
<soap: fault nane="I|nval i dParaneterVal ue" use="literal"/>
</wsdl: fault>
<wsdl : fault nane="M ssi ngPar anet er Val ue" >
<soap: fault nane="M ssi ngPar anet er Val ue" use="literal"/>
</wsdl : fault>
<wsdl : fault nane="NoAppl i cabl eCode" >
<soap: fault nane="NoApplicabl eCode" use="literal"/>
</wsdl : faul t>
<wsdl : fault nane="Internal Error">
<soap: fault nane="Internal Error"” use="literal"/>
</wsdl: fault>
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<wsdl : fault nane="|dentityNot Found">
<soap: fault nane="I|dentityNot Found" use="literal"/>
</wsdl : faul t>
<wsdl : fault nanme="Perm ssi onDeni ed">
<soap: fault nane="Perm ssionDeni ed" use="literal"/>
</wsdl: fault>
</ wsdl : operati on>
<wsdl : operation nane="createldentity">
<soap: operation soapAction="createldentity" style="docunent"/>
<wsdl : i nput >
<soap: body use="literal "/>
</ wsdl : i nput >
<wsdl : fault nane="Inval i dPar anet er Val ue" >
<soap: fault nane="I|nval i dParaneterVal ue" use="literal"/>
</wsdl: fault>
<wsdl : fault nane="M ssi ngPar anet er Val ue" >
<soap: fault nane="M ssi ngPar anet er Val ue" use="literal"/>
</wsdl : faul t>
<wsdl : fault nane="NoAppl i cabl eCode" >
<soap: fault nane="NoApplicabl eCode" use="literal"/>
</wsdl: fault>
<wsdl : fault nane="Internal Error">
<soap: fault nanme="Internal Error"” use="literal"/>
</wsdl : fault>
<wsdl : fault nane="Perm ssi onDeni ed" >
<soap: fault nane="Perm ssionDeni ed" use="literal"/>
</wsdl : faul t>
</ wsdl : operati on>
<wsdl : operation nane="addCredenti al s">
<soap: operation soapAction="addCredential s" style="docunent"/>
<wsdl : i nput >
<soap: body use="literal "/>
</ wsdl : i nput >
<wsdl : fault nane="Inval i dPar anet er Val ue" >
<soap: fault nane="I|nval i dParaneterVal ue" use="literal"/>
</wsdl: fault>
<wsdl : fault nane="M ssi ngPar anet er Val ue" >
<soap: fault nane="M ssi ngPar anet er Val ue" use="literal"/>
</wsdl : faul t>
<wsdl : fault nanme="NoAppl i cabl eCode" >
<soap: fault nane="NoApplicabl eCode" use="literal"/>
</wsdl : faul t>
<wsdl : fault nane="Internal Error">
<soap: fault nane="Internal Error"” use="literal"/>
</wsdl: fault>
<wsdl : fault nane="|dentityNot Found">
<soap: fault nane="I|dentityNot Found" use="literal"/>
</wsdl : faul t>
<wsdl : fault nanme="Perm ssi onDeni ed">
<soap: fault nane="Perm ssionDeni ed" use="literal"/>
</wsdl: fault>
</ wsdl : operati on>
<wsdl : operation nane="activateldentity">
<soap: operation soapAction="activateldentity" style="docunent"/>
<wsdl : i nput >
<soap: body use="literal "/>
</ wsdl : i nput >
<wsdl : fault nane="Inval i dPar anet er Val ue" >
<soap: fault nane="I|nval i dParaneterVal ue" use="literal"/>
</wsdl: fault>
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<wsdl : fault nane="M ssi ngPar anet er Val ue" >
<soap: fault nane="M ssi ngPar anet er Val ue" use="literal "/>
</wsdl : faul t>
<wsdl : fault nane="NoAppl i cabl eCode" >
<soap: fault nane="NoApplicabl eCode" use="literal"/>
</ wsdl : faul t>
<wsdl : fault nane="I|nternal Error">
<soap: fault nane="Internal Error"” use="literal"/>
</wsdl : faul t>
<wsdl : fault nane="IdentityNot Found">
<soap: fault nane="|dentityNot Found" use="literal"/>
</ wsdl : faul t>
<wsdl : fault nanme="Perm ssi onDeni ed">
<soap: fault nane="Perm ssionDeni ed" use="literal"/>
</ wsdl : faul t>
</ wsdl : operati on>
<wsdl : operation nane="getldentities">
<soap: operation soapAction="getldentities" style="docunent"/>
<wsdl : i nput >
<soap: body use="literal "/>
</ wsdl : i nput >
<wsdl : out put >
<soap: body use="literal "/>
</ wsdl : out put >
<wsdl : fault nane="Inval i dPar anet er Val ue" >
<soap: fault nane="I|nval i dParaneterVal ue" use="literal"/>
</wsdl : faul t>
<wsdl : fault nane="M ssi ngPar anet er Val ue" >
<soap: fault nane="M ssi ngPar anet er Val ue" use="literal"/>
</ wsdl : faul t>
<wsdl : fault nanme="NoAppl i cabl eCode" >
<soap: fault nanme="NoApplicabl eCode" use="literal"/>
</wsdl : faul t>
<wsdl : fault nane="Internal Error">
<soap: fault nane="Internal Error" use="literal"/>
</ wsdl : faul t>
<wsdl : faul t nanme="Perm ssi onDeni ed">
<soap: fault nane="Perm ssionDeni ed" use="literal"/>
</wsdl : faul t>
</ wsdl : operati on>
</ wsdl : bi ndi ng>
<wsdl : servi ce nanme="1dentityManagenent AndAut henti cati onServi ce">
<wsdl : port nane="IdentityManagenent AndAut henti cati onServi ce"
bi ndi ng="i a: | denti t yManagenment AndAut henti cati onServi ce">
<soap: addr ess
| ocation="http://| ocal host: 8080/ axi s2/ servi ces/ | dentityManagenent AndAut hentic
ationService"/>
</ wsdl : port>
</ wsdl : service>
<pl nk: par t ner Li nkType nanme="|dentityManagenent AndAut henti cati onService">
<pl nk: rol e name="rol el"
port Type="ia: | dentit yManagenent AndAut henti cati onServi ce"/ >
</ pl nk: partnerLi nkType>
</ wsdl : definitions>
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8.3.  Capabilities Document Template

The following XML document defines a template foe tcapabilities document of the service:

<oami : OA M _Service_Capabilities
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocation="http://eu-orchestra.org/ OAS-M /service/ 1.1
http://ww. enviromatics. net/ W5/ OrchestraArchi ve/ oasm . xsd
http://eu-orchestra. org/ OA/ OABasi cServi ce/types/ 1.0
http://ww. envi ronmati cs. net/ W5/ Or chest raArchi ve/ oa_basi c. xsd

http://ww. envi romati cs. net/ W5/ | dentityManagenent AndAut henti cati onService/ m/
2.0
http://ww. environmatics. net/ W5/ I dentit yManagenment AndAut henti cati onService/ m/
2.0/identity_authen_m . xsd
http://eu-orchestra. org/ OAS-M /service/invocation/ 1.1

i nv. xsd"

xm ns: oanmi ="http://eu-orchestra. org/ OAS-M /service/ 1. 1"

xm ns: oabs="http://eu-orchestra. or g/ O OABasi cServi ce/ types/ 1. 0"

xm ns: i masoani ="http://ww. environati cs. net/ W5/ | dentityManagenment AndAut henti c
ationService/m/2.0"
xm ns:inv="http://eu-orchestra. org/ OAS-M /servicel/invocation/1.1">

<oami : servi ceCommonCapabi liti es>
<oami : OA M _Servi ce_ConmonCapabi lities>

<oami:id>ldentity Managenent and Authentication Service
1. 0</oam :id>

<oami : publ i cati onDat e>2009- 01- 13</ oam : publ i cat i onDat e>

<oami : servi ceDescri ption>

Identities are managed (created, deleted, etc.) using an
I dentity Managenment Interface instance. The ldentity Managenent Interface
acts as an identity provider (I1dP).
The Aut hentication Interface verifies genui neness of

identities using a set of given credentials.

</ oani : servi ceDescri ption>

<oani : servi ceDocunent ati on>http://sany-
i p. eu/ </ oani: servi ceDocunent ati on>

<oami : servicel nvocati onBasi c>

<inv: OA_ M Service_lnvocati onBasi c>
<i nv:operation>
<inv: OA_M _Operation>
<i nv: accessPoi nt s>
<inv: OA_ M _AccessPoi nt >

<inv:uri>http://1ocal host: 8080/ axi s2/ servi ces/|dentityManagenment andAut henti ca
tionService</inv:uri>
</inv: OA M _AccessPoi nt >
</inv:accessPoi nt s>
<inv:description>The mandatory get Capabilities
operation informs the client of the capabilities of an service instance. This
operation takes into account that in addition to capabilities that may be
conmon to all services in a service network a service may provide a specific
set of capabilities.</inv:description>
<i nv: nanme>get Capabi l i ti es</i nv: nane>
<i nv: par anet er s>
<inv: QA_M _Qper ati onPar anet er >
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<inv:description></inv:description>
<inv:direction>in</inv:direction>

<i nv: nane>r equest </ i nv: nane>
<inv:optionality>fal se</inv:optionality>

<inv:repeatability>true</inv:repeatability>

<i nv:val ueType>0A Get Capabi liti esRequest</inv:val ueType>
</inv: QA M _OperationParaneter>
</inv: paraneters>
<i nv: par anet er s>
<inv: OA_M _Qperati onPar anet er >
<inv:description></inv:description>
<inv:direction>out</inv:direction>
<i nv: nane>r eponse</i nv: name>
<inv:optionality>fal se</inv:optionality>

<inv:repeatability>true</inv:repeatability>

<i nv:val ueType>0A Get Capabiliti esResponse</inv:val ueType>
</inv: OA M _OperationParaneter>
</inv: paraneters>
</inv:OA M _Operation>
</inv:operation>
<i nv:operation>
<inv: OA_M _Qperation>
<i nv:accessPoi nt s>
<inv: OA_ M _AccessPoi nt >

<inv:uri>http://1ocal host: 8080/ axi s2/ services/|dentityManagenment andAut henti ca
tionService</inv:uri>
</inv:OA M _AccessPoi nt >
</inv:accessPoi nt s>
<i nv:description>
The Mandatory login operation initiates
the validation of a certain identity for given credential. It returns session
information in formof a SAML 2.0 token which contains assertions for the
authenticated identity as well as assertions for the group identities to
which this identity is associ ated.
</inv:description>
<i nv: nane>| ogi n</i nv: nane>
<i nv: par anet er s>
<inv: OA_M _QperationParaneter>
<inv:description></inv:description>
<inv:direction>in</inv:direction>
<i nv: nane>r equest </ i nv: name>
<inv:optionality>fal se</inv:optionality>

<inv:repeatability>true</inv:repeatability>

<i nv: val ueType>Aut hnRequest </ i nv: val ueType>
</inv: QA M _OperationParaneter>
</inv: paraneters>
<i nv: par anet er s>
<inv: OA_M _Qperati onPar anet er >
<inv:description></inv:description>
<inv:direction>out</inv:direction>
<i nv: nane>r esponse</i nv: nane>
<inv:optionality>fal se</inv:optionality>
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<inv:repeatability>true</inv:repeatability>

<i nv:val ueType>ResponseType</i nv: val ueType>
</inv: OA M _OperationParaneter>
</inv:paraneters>
</inv:OA M _Operation>
</inv:operation>
<i nv:operation>
<inv: OA_M _Qperation>
<i nv: accessPoi nt s>
<inv: OA_ M _AccessPoi nt >

<inv:uri>http://1ocal host: 8080/ axi s2/services/|dentityManagenent andAut henti ca
tionService</inv:uri>
</inv:OA M AccessPoint >
</inv:accessPoi nt s>
<i nv:description>
The mandatory activate ldentity operation
activates an existing identity. Only active identities can be authenticated.
</inv:description>
<i nv: nane>acti vat ePri nci pal </i nv: nane>
<i nv: par anet er s>
<inv: OA_M _QperationParaneter>
<inv:description></inv:description>
<inv:direction>in</inv:direction>
<i nv: nane>r equest </ i nv: nane>
<inv:optionality>fal se</inv:optionality>

<inv:repeatability>true</inv:repeatability>

<i nv:val ueType>acti vat el denti t yRequest </i nv: val ueType>
</inv: OA M _OperationParaneter>
</inv: paraneters>
</inv:OA M _Operation>
</inv:operation>
<i nv:operation>
<invi:OA M _Qperation>
<i nv:accessPoi nt s>
<inv: OA_M _AccessPoi nt >

<inv:uri>http://1ocal host: 8080/ axi s2/ services/|dentityManagenent andAut henti ca
tionService</inv:uri>
</inv:OA M _AccessPoi nt >
</inv:accessPoi nt s>
<inv:description>
The mandat ory addCredential s operation
adds credentials to a certain identity. Credentials are specific to the
aut henti cati on mechani sm used. The current specifications support usernane /
password credentials that can be added to Usernanel dentities.
</inv:description>
<i nv: nane>addCr edenti al s</i nv: name>
<i nv: par anet er s>
<inv: OA_M _QperationParaneter>
<inv:description></inv:description>
<inv:direction>in</inv:direction>
<i nv: nane>r equest </ i nv: nane>
<inv:optionality>fal se</inv:optionality>

<inv:repeatability>true</inv:repeatability>
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<i nv:val ueType>addCr edent i al sRequest </i nv: val ueType>
</inv: OA M _OperationParaneter>
</inv: paraneters>
</inv:OA M _Operation>
</inv:operation>
<i nv:operation>
<invi:OA M _Qperation>
<i nv: accessPoi nt s>
<inv: OA_M _AccessPoi nt >

<inv:uri>http://1ocal host: 8080/ axi s2/services/|dentityManagenment andAut henti ca
tionService</inv:uri>
</inv:OA M _AccessPoi nt >
</inv:accessPoi nt s>
<i nv:descripti on>The mandat ory createPrincipa
operation creates a new principal. The paraneter is a principal repre-
sentation that is specific to the used authentication nmechani sm
For a usernane/ password authentication the principal contains at |east a
user nane
</inv:description>
<i nv: nane>cr eat ePri nci pal </ i nv: nane>
<i nv: par anet er s>
<inv: OA_M _QperationParaneter>
<inv:description></inv:description>
<inv:direction>in</inv:direction>
<i nv: nane>r equest </ i nv: nane>
<inv:optionality>fal se</inv:optionality>

<inv:repeatability>true</inv:repeatability>

<i nv:val ueType>cr eat ePri nci pal Request </ i nv: val ueType>
</inv: OA M _OperationParaneter>
</inv: paraneters>
</inv:OA M _Operation>
</inv:operation>
<i nv:operation>
<invi:OA M _Qperation>
<i nv:accessPoi nt s>
<inv: OA_M _AccessPoi nt >

<inv:uri>http://1ocal host: 8080/ axi s2/ services/|dentityManagenent andAut henti ca
tionService</inv:uri>
</inv:OA M _AccessPoi nt >
</inv:accessPoi nt s>
<i nv:descripti on>The optional deactivatePrincipa
operation deactivates an existing principal. Only active principals can be
aut henti cat ed. </inv: descri pti on>
<i nv: nane>deacti vat ePri nci pal </ i nv: name>
<i nv: par anet er s>
<inv: OA_M _Qperati onPar anet er >
<inv:description></inv:description>
<inv:direction>in</inv:direction>
<i nv: nane>pri nci pal </i nv: nanme>
<inv:optionality>fal se</inv:optionality>

<inv:repeatability>true</inv:repeatability>

<i nv:val ueType>deacti vat ePri nci pal Request </i nv: val ueType>
</inv: OA M _OperationParaneter>
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</inv: paraneters>
</inv:OA M _Operation>
</inv:operation>
<i nv:operation>
<inv: OA_M _Qperation>
<i nv: accessPoi nt s>
<inv: OA_M _AccessPoi nt >

<inv:uri>http://1ocal host: 8080/ axi s2/ services/|dentityManagenent andAut henti ca
tionService</inv:uri>
</inv:OA M AccessPoint >
</inv:accessPoi nt s>
<i nv:description>The nmandatory getPrinci pals
operation allows the retrieval of a list of principals specified by a given
query. </inv:description>
<i nv: nane>get Pri nci pal s</i nv: nane>
<i nv: par anet er s>
<inv: OA_M _QperationParaneter >
<inv:description></inv:description>
<inv:direction>in</inv:direction>
<i nv: nane>r equest </ i nv: name>
<inv:optionality>fal se</inv:optionality>

<inv:repeatability>true</inv:repeatability>

<i nv:val ueType>get Pri nci pal sRequest </ i nv: val ueType>
</inv: QA M _OperationParaneter>
</inv: paraneters>
<i nv: par anet er s>
<inv: OA_M _Qperati onPar anet er >
<inv:description></inv:description>
<inv:direction>out</inv:direction>
<i nv: nane>r esponse</i nv: nane>
<inv:optionality>fal se</inv:optionality>

<inv:repeatability>true</inv:repeatability>

<i nv:val ueType>get Pri nci pal sResponse</i nv: val ueType>
</inv: QA M _OperationParaneter>
</inv: paraneters>
</inv:OA M _Operation>
</inv:operation>
<i nv:operation>
<inv:OA M _Qperation>
<i nv: accessPoi nt s>
<inv: OA_M _AccessPoi nt >

<inv:uri>http://1ocal host: 8080/ axi s2/ services/|dentityManagenent andAut henti ca
tionService</inv:uri>
</inv:OA M AccessPoint >
</inv:accessPoi nt s>
<inv:description>The optional renoveCredentials
operation renoves credentials froma given principal.</inv:description>
<i nv: nane>r enoveCr edenti al s</i nv: nane>
<i nv: par anet er s>
<inv: OA_M _Qperati onPar anet er >
<inv:description></inv:description>
<inv:direction>in</inv:direction>
<i nv: nane>r equest </ i nv: nane>
<inv:optionality>fal se</inv:optionality>
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<inv:repeatability>true</inv:repeatability>

<i nv:val ueType>r enoveCredenti al sRequest </i nv: val ueType>
</inv: OA M _OperationParaneter>
</inv:paraneters>
</inv:OA M _Operation>
</inv:operation>
<i nv:operation>
<inv: OA_M _Qperation>
<i nv: accessPoi nt s>
<inv: OA_M _AccessPoi nt >

<inv:uri>http://1ocal host: 8080/ axi s2/services/|dentityManagenent andAut henti ca
tionService</inv:uri>
</inv:OA M AccessPoint >
</inv:accessPoi nt s>
<i nv:description>The nmandat ory renovePrinci pa
operation creates deletes an existing principal. The principal represen-
tation is specific to the authentication mechani smused. To keep consi stency
the deletion of a principal should be performed within a transaction. In this
transaction all references to the principal should also get deleted (e.qg.
group nenberships).</inv:description>
<i nv: nane>r enovePri nci pal </ i nv: nane>
<i nv: par anet er s>
<inv: OA_M _Qperati onPar anet er >
<inv:description></inv:description>
<inv:direction>in</inv:direction>
<i nv: nane>r equest </ i nv: nane>
<inv:optionality>fal se</inv:optionality>

<inv:repeatability>true</inv:repeatability>

<i nv:val ueType>r enovePri nci pal Request </ i nv: val ueType>
</inv:OA M _OperationParaneter>
</inv: paraneters>
</inv:OA M _Operation>
</inv:operation>
<i nv:operation>
<inv: OA_M _Qperation>
<i nv: accessPoi nt s>
<inv: OA_ M _AccessPoi nt >

<inv:uri>http://1ocal host: 8080/ axi s2/services/|dentityManagenent andAut henti ca
tionService</inv:uri>
</inv:OA M AccessPoint >
</inv:accessPoi nt s>
<i nv:description>The mandat ory updateCredential s
operation updates credentials for a certain principal.</inv:description>
<i nv: nane>updat eCr edenti al s</i nv: nanme>
<i nv: par anet er s>
<inv: OA_M _QperationParaneter>
<inv:description></inv:description>
<inv:direction>in</inv:direction>
<i nv: nane>r equest </ i nv: name>
<inv:optionality>fal se</inv:optionality>

<inv:repeatability>true</inv:repeatability>

<i nv:val ueType>updat eCr edent i al sRequest </i nv: val ueType>
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</inv:OA M _OperationParaneter>
</inv: paraneters>
</inv:OA M _Operation>
</inv:operation>
<i nv:operation>
<inv: OA_M _Qperation>
<i nv: accessPoi nt s>
<inv: OA_ M _AccessPoi nt >

<inv:uri>http://1ocal host: 8080/ axi s2/services/|dentityManagenment andAut henti ca
tionService</inv:uri>
</inv:OA M AccessPoint >
</inv:accessPoi nt s>
<i nv:descripti on>The mandat ory updat ePri nci pal
operation updates an existing principal.</inv:description>
<i nv: nane>updat ePri nci pal </ i nv: name>
<i nv: par anet er s>
<inv: OA_M _QperationParaneter >
<inv:description></inv:description>
<inv:direction>in</inv:direction>
<i nv: nane>r equest </ i nv: name>
<inv:optionality>fal se</inv:optionality>

<inv:repeatability>true</inv:repeatability>

<i nv:val ueType>updat ePri nci pal Request </ i nv: val ueType>
</inv: QA M _OperationParaneter>
</inv: paraneters>
</inv:OA M _Operation>
</inv:operation>
<i nv:operation>
<invi:OA M _Qperation>
<i nv:accessPoi nt s>
<inv: OA_ M _AccessPoi nt >

<inv:uri>http://1ocal host: 8080/ axi s2/services/|dentityManagenment andAut henti ca
tionService</inv:uri>
</inv:OA M _AccessPoi nt >
</inv:accessPoi nt s>
<i nv:description>The verifySessionl nformation
operation determ nes whet her the given session-information is
val i d. </inv:description>
<i nv: nane>veri f ySessi onl nf or mati on</i nv: name>
<i nv: par anet er s>
<inv: OA_M _Qperati onPar anet er >
<inv:description></inv:description>
<inv:direction>in</inv:direction>
<i nv: nane>r equest </ i nv: nane>
<inv:optionality>fal se</inv:optionality>

<inv:repeatability>true</inv:repeatability>

<i nv:val ueType>veri f ySessi onl nf or mat i onRequest </ i nv: val ueType>
</inv: QA M _OperationParaneter>
</inv: paraneters>
<i nv: par anet er s>
<inv: OA_M _QperationParaneter>
<inv:description></inv:description>
<inv:direction>out</inv:direction>
<i nv: nane>r esponse</i nv: nanme>
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<inv:optionality>fal se</inv:optionality>
<inv:repeatability>true</inv:repeatability>

<i nv:val ueType>veri fySessi onl nf or mat i onResponse</i nv: val ueType>
</inv: OA M _OperationParaneter>
</inv: paraneters>
</inv:OA M _Operation>
</inv:operation>
</inv:OA M _Service_lInvocationBasic>
</ oam : servi cel nvocat i onBasi c>
<oami : servi ceNane>Aut henti cati on Servi ce</oani: servi ceNanme>
<oanmi : servi ceSpecVersi on>
0.9.1
</ oam : servi ceSpecVer si on>
<oami : servi ceType>
<oabs:identifier>Authentication Service</oabs:identifier>
</ oam : servi ceType>
</ oam : OA M _Servi ce_ConmonCapabilities>
</ oam : servi ceCommonCapabi liti es>
<oami : servi ceSpeci ficCapabilities>
<i masoam : M _Aut henti cati onServi ceCapabilities>
<i masoam : support edAut henti cati onMechani sns>
<i masoam : M _Aut henti cat i onMechani sn»
<i nv:operation>
<inv: OA_M _Qperation>
<i nv:accessPoi nt s>
<inv: OA_ M _AccessPoi nt >

<inv:uri>http://1ocal host: 8080/ axi s2/ services/|dentityManagenment andAut henti ca
tionService</inv:uri>
</inv:OA M _AccessPoi nt >
</inv:accessPoi nt s>
<i nv:description>
The Mandatory login operation initiates
the validation of a certain identity for given credential. It returns session
information in formof a SAML 2.0 token which contains assertions for the
authenticated identity as well as assertions for the group identities to
which this identity is associ ated.
</inv:description>
<i nv: nane>| ogi n</i nv: nane>
<i nv: par anet er s>
<inv: OA_M _QperationParaneter>
<inv:description></inv:description>
<inv:direction>in</inv:direction>
<i nv: nane>r equest </ i nv: name>
<inv:optionality>fal se</inv:optionality>

<inv:repeatability>true</inv:repeatability>

<i nv: val ueType>Aut hnRequest </ i nv: val ueType>
</inv: QA M _OperationParaneter>
</inv: paraneters>
<i nv: par anet er s>
<inv: OA_M _Qperati onPar anet er >
<inv:description></inv:description>
<inv:direction>out</inv:direction>
<i nv: nane>r esponse</i nv: nane>
<inv:optionality>fal se</inv:optionality>
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<inv:repeatability>true</inv:repeatability>

<i nv:val ueType>ResponseType</i nv: val ueType>
</inv: OA_M _OQOperationParanet er>
</i nv: par anet er s>
</inv:OA M _Operation>
</inv:operation>
<i masoani : name>User Passwor d</ i masoani : name>
</imasoam : M _Aut henti cati onMechani sn»
</i masoami : support edAut henti cat i onMechani sns>
</imasoamn : M _Aut henti cati onServi ceCapabilities>
</ oani : servi ceSpecificCapabilities>

</oam : OA M _Service_Capabilities>
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