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How to use the CHARON SAC framework

The purpose of this documents is to give a shogrvagw on security in sensor networks from
different user perspectives and to provide a hamddutorial on how to use the CHARON
Service Access Control (SAC) Framework. CHARON wihi a general, open source and free
framework for non-intrusive access control in segvinetworks has been developed as
contribution to the SANY Sensor Anywhere - IST AHRgrated Project.
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1. Security in Service Networks

Security in Sensor Networks goes well beyond tlopsof access control in distributed systems.
It also encompasses such topics as confidentifitly integrity of information, reliability of the
sensor, service and network domain, protectioneonfsers, data sources and communication
channels, as well as the traceability of workflawsl the usage of resources. Providing a general
solution for all of these problems and ensuringltsecurity for sensor networks is beyond the
scope of the SANY security architecture. Physigaktgrtion of hardware (deployed sensors),
intrusion detection in source systems and protectigainst eavesdropping of communication
channels require specific hardware, and applicatrmhsituation dependent solutions.

As an open architecture, SANY does not specify valmgtparticular sensor or service does
to protect itself. However, the SANY architectureed include security provisions to control
access to services included within the SANY contexhat is, when the service is accessed
through the SANY framework. For this reason, theuiof the SANY security architecture is on
Access Control. In a nutshell, access to partica&wice is controlled in accordance with a
policy specified for that service. Let’s dig alétdeeper and see how this is accomplished.

1.1. Access Control & Policy Enforcement

The first important concept in the SANY securitglatecture is that of the security policy. This

policy specifies who may access a service throbglStANY framework, and how they may use

it. The fundamental steps in access control thdoae to authentication of the would-be user —
i.e. determining that they are who they say they-amand then determining whether they are
authorised, according to the service’s securitycgpto access the service in the way they are
requesting. The basic access control pattern magde in Figure 1.1.a.

( "\ senvice request (3)

~, service request (G) -

: Policy Enforcement|— " :
Subject y . Service
Point T ———
\ _/ servics responsa (8] \. . _Jseivice response (7)1
o ) =
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s sl s| =
g % | £
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Authentication Policy Decision | permissor | Policy Information
Provider k Point Point
J/ . J

Figure 1.1.a: SANY Access Control Pattern

The elements in this pattern can best be underdbgyodonsidering, at a high level, a
typical transaction sequence in which SANY Acceesttdl Services are engaged.
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First, a Subject who wishes to use a Service asseeir identity to an Authentication
Provider (implemented within an Identity ManagemeéhtAuthentication Service). If the
Authentication Provider determines the authentiofythe identity asserted by the Subject, it
provides them with a validated “ticket” (a so cdllBAML assertion, see section 1.3) with which
the Subject may then issue a service request.

Their service request goes to a Policy EnforcerRemt (itself implemented as a Service).
The Policy Enforcement Point verifies the tickdbmmation with the Authentication Provider (a
link not shown in Figure 1.1.a) and, after confingian authenticated identity, requests
authorisation of the service request for the Sulijgche Policy Decision Point.

The Policy Decision Point (implemented within a iPplManagement & Authorisation
Service) compares the request with the policy $igation provided by the Policy Information
Point (within the same service). If it determinbattthe request is allowed, it issues a positive
authorization response to the Policy EnforcememttPo

The Policy Enforcement Point then issues the serkgguest to the Service, passing the
service response back to the Subject. This sequeagebe seen in Figure 1.1.b, reading from
top to bottom.

| | |

|
A 4 A

|
Login Request
| |

SAML Authentication Response
== L]

SAML Authorisation Request

SAML Authorisation Response
< ----------- . - S = .

Service Request

Service Response

Service Response
< ----------

Figure 1.1.b: Access Control Sequence

It's easy to see from the foregoing that the SAN¥céss Control Services effectively
serve as part of a proxy for the web service itdedlding service requests in order to first
authenticate the identity of the requestor, and toeauthorise the requested access. This is key
to preventing sensor access control from intrudinghe services themselves. Indeed, by using a
proxy approach the services need not know thatléwisl of security is being provided (Figure
1.1.0).
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Authentication Service
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Figure 1.1.c: Proxy Configuration

Figure 1.1.d illustrates the transaction sequentethe context of the proxy-based
implementation of security services, this time ey illustrating the coordination between the
Authentication Provider (Identity Management & Aatisation Service) and the PEP.
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Figure 1.1.d: Proxy-based Access Transactions

A proxy generator creates a proxy for a particaEwice based on the service’s definition,
as specified in Web Service Definition Language MUp This non-intrusive security
arrangement is illustrated in Figure 1.1.e, whbeeeREP Service is actually a generic PEP Proxy.
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Figure 1.1.e: Non-intrusive Security

As is evident in Figure 1.1.c, the Simple Objectcéss Protocol (SOAP) is used to
communicate in this framework. In order to avoittusion on the messages of existing systems,
the security information is added to the SOAP heféigure 1.1.1).

4 #$

Figure 1.1.f: Using SOAP Headers
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1.2.

SANY Access Control Services

As illustrated in Figure 1.2.a access control ilNYAis accomplished through the interaction of
services, each of which fulfils one or more of #leeess control tasks.

8.
9.
10. service response

11. forward service response

fr g -

authorisation response Service
forward service request

12. service response |

Figure 1.2.a: Proxy Configuration

The Identity Management & Authentication Servicegsponsible for the management of
identities, their authentication, and the managéman credentials and issuing of
sessions. An instance of the Identity Managemewughentication Service acts as both
authentication provider (AP) and identity providgdP). The service supports the
management of groups (of identities) as a speaial &f identity.

The Policy Management and Authorisation Servicepsus the management of policies,

acting as policy administration point (PAP) by aliog the management (create, update,
delete) of XACML policies, as well as policy infoation point (PIP). Moreover, as an

instance of the authorisation service interfacacts as policy decision point (PDP) by
providing a decision on whether some identity (e.giser or a service) is authorised to
access a certain resource.

The Policy Enforcement Service handles the necgsséeraction (authentication &
authorisation) to obtain the required access cobuwkegision and is independent of the
controlled service (generic).
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- The Service Proxy mimics the controlled service dakbgates the service request to the
Policy Enforcement Service.

- In addition to the services supporting the SernAaeess Control Pattern the Profile
Management Service manages profiles and theiioekato identities.
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1.3. OASIS Standards + Extensions

SANY uses two basic standards, derived from the&kwbthe Organization for the Advancement
of Structured Information Standards (OASIS), tHetvathis to work.

13.1 SAML

SAML is a language to encode security related médron. In SensorSA SAML is used to
encode Identity related information. SAML is sumisad by (OASIS SAML) as follows:

“SAML consists of building-block components (...) Eoenponents primarily permit transfer of
identity, authentication, attribute, and authoriatt information between autonomous organizatiorss th
have an establishelust relationship. The core SAML specification defities structure and content of
both assertions and protocol messages used tofenatiss information.

Figure 1.3.a: Basic SAML concepts (OASIS SAML)

SAML assertions carry statements about a principat an asserting party claims to be true. The
valid structure and contents of an assertion aréngel by the SAML assertion XML schema. Assertions
are usuallycreatedby an asserting party based on a request of sartérem a relying party, although
under certain circumstances, the assertions caddbeered to a relying party in an unsolicited mann
SAML protocol messages are used to make the SAfifledeequests and return appropriate responses.
The structure and contents of these messages ainedéy the SAML-defined protocol XML schema.

The means by which lower-level communication orsagiag protocols (such as HTTP or SOAP)
are used to transport SAML protocol messages betweeicipants is defined by the SAML bindings.
Next, SAMLprofiles are defined to satisfy a particular business uase¢ for example the Web Browser
SSO profile. Profiles typically define constraims the contents of SAML assertions, protocols, and
bindings in order to solve the business use casa imteroperable fashion.”
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Within the SANY architecture SAML core (assertiamdagorotocol) is used exclusively or
in other words no bindings or profiles have beeimed.

1.3.2 How SAML is used within SANY Context

Besides the use of the SAML protocol schema forroomication between client applications
and the Identity Management & Authentication Sesyithis very Service issues and validates
SAML assertions. To accomplish the task of accesdral within the SANY architecture the
SAML assertions consist of several core elements:

Assertion ID: unique session id generated whemassertion is issued
Assertion Issuelnstant: timestamp when the sesgasngenerated

Issuer: contains the End Point Reference to theHdP‘issued” the assertion

unique id of the assertion and
| — time the assertion was issued

]

URI of the identity provider
that issued the assertion

Figure 1.3.b: SAML assertion: ID, Issuelnstand andssuer elements

Subject NamelD: contains a unique id of the idgrihiit is managed by the issuing IdP

SubjectConfirmation: Information on how to identidpnd validate session information
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unique id that identifies the
subject (authenticated identity)
within the identity provider

|:| issue-and expiration-time,
used to confirm the validity
of the assertion

\4

X

random session key, also used to verify
the validity of the assertion
currently via IDP operation verifySessioninformation

Figure 1.3.c: SAML assertion: Subject NamelD and SojectConfirmation
Conditions: describes which conditions must beilfetf so that the assertion can be considered

valid

AuthnStatement: contains several information alibatact of authentication, especially which
form of credentials were provided

Figure 1.3.d: SAML assertion: Conditions and Authn$atement

AttributeStatement: contains information aboutittentity’s attributes
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N

attributes asserted with the
authenticated identity

Figure 1.3.e: SAML assertion; AttributeStatements

Those are the most vital parts of SAML that areduseprovide necessary information on
the subject like the origin of an assertion, whenas granted, which authentication mechanism
was used and so on. Most information on the sultjeelf is carried by the AttributeStatement.
The Attributes are essential for more fine graiaedess control rules and thus decisions.

1.3.3 XACML & GeoXACML

The eXtensible Access Control Markup Language (XAQMrovides a policy language which
allows administrators to define the access com&qlirements for their application resources
(Figure 1.3.f). The language and schema suppduadedata types, functions, and combinatorial
logic which allow both simple and complex ruledodefined. XACML also includes an access
decision language used to represent the runtimeestdfor a resource. When a policy that
protects a resource is located, functions compé#réwes in the request against attributes
contained in the policy rules, ultimately yieldiagermitor denydecision.

Figure 1.3.f: Example XACML Policy
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When a client makes a resource request upon aceeivie entity charged with access
control by enforcing authorization is the Policyf@&eement Point (PEP). In order to enforce
policy, the PEP formalizes attributes describing thquestor and the request, and then delegates
the authorisation decision to the Policy DecisiainP (PDP). Applicable policies are provided
by the Policy Information Point (PIP) in XACML. lofmation about the request is evaluated
against the policy by the PDP, which then returne authorisation decision. Using this
information, the PEP can deliver the appropriaspoase to the client. This was illustrated in
Figure 1.1.a and Figure 1.1.d.

GeoXACML is an extension to the OASIS XACML standiawhich has been approved by
the OGC. The primary goal of the GeoXACML extensisrio support combinations of class-
based, object-based and spatial permissions. Wlhaids-based and object-based access control is
already supported by XACML, the declaration andoetgment of spatial restrictions is not.
GeoXACML defines spatial data types and spatighauzation decision functions, which can be
used for additional spatial constrains for XACMLsbd policies.

1.34 How does this relate to OASIS WS-Security?

SANY Access control concepts and mechanisms arenénwith the OASIS Web Services
Security specification (WS-Security). WS-Securitypoypdes a set of mechanisms to help
developers of Web Services to secure SOAP messagergges. WS-Security compliant
security measures can be incorporated seamless§ANY’s Access Control mechanisms.
Specifically, WS-Security describes enhancementhaoexisting SOAP messaging to provide
quality of protection through the application of $eage integrity, message confidentiality, and
single message authentication to SOAP messagese Tasic mechanisms can be combined in
various ways to accommodate building a wide varmtysecurity models using a variety of
cryptographic technologies.

WS-Security also provides a general-purpose mesitafdr associating security tokens
with messages. However, no specific type of secuaken is required by WS-Security. It is
designed to be extensible (e.g. support multipteisey token formats) in order to accommodate
a variety of authentication and authorization medras. For example, a requestor might
provide proof of identity and a signed claim thathas a particular business certification. A Web
service, receiving such a message could then detenvhat kind of trust it places in the claim.

Additionally, WS-Security describes how to encod®aby security tokens and attach them
to SOAP messages. Specifically, the WS-Securit§ilprepecifications describe how to encode
Username Tokens, X.509 Tokens, SAML Tokens, RELehskand Kerberos Tokens as well as
how to include opaque encrypted keys as a samptkffefent binary token types. With WS-
Security, the domain of these mechanisms can bend&tl by carrying authentication
information in Web services requests. WS-Secuillgp ancludes extensibility mechanisms that
can be used to further describe the credentiatsatieancluded with a message. WS-Security is a
building block that can be used in conjunction watiher Web service protocols to address a
wide variety of application security requirements.

Message integrity is provided by leveraging XML i&gure and security tokens to ensure
that messages have originated from the appropseeler and were not modified in transit.
Similarly, message confidentiality leverages XML cBption and security tokens to keep
portions of a SOAP message confidential.
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1.4. Identity Model, Profiles and Policies
There are three important constructs in the SANahidy model: Identity, Group, and Role.

- An Identity is the basic entity in the authentioatiprocess. An individual subject
who wishes to access a service must be authemtiaateorresponding to a particular
Identity.

- Collections of Identities can be organised as au@rdhese are modelled as a special
type of Identity, and are themselves composed sdteof Identities. The scope of a
Group is limited to the Identity Management andhauttication Service instance.

- Roles are an abstract concept capturing a seteottitees in terms of their function
(e.g. “administrator”). These are modelled as aigpédentity attribute and can cross
security domain scopes.

These elements must be encoded in SAML Ticketsititlyatself is a SAML Subject, and
Identity Attributes are denoted in SAML Attribute&ments. Group Identities have no special
type of SAML Subject, and are instead identifiedtbg Attribute “type” = “user” or “group”.
Roles are identified by the Attribute “role”.

There is also a SANY construct called Profile. Atireg entity maps onto a Profile, which
itself can be related to a number of IdentitiestHis way an acting entity can use different
Identities, each of which can be used for diffeqaumposes and verified with different methods.
A profile is composed of several profile attributesd is bound to one or more identities. The
profile attributes correspond to the propertiesaafser profile (name, organisation, email etc.)
and follow a certain schema (for example LDAP).

Based on these concepts a Policy Decision Pointegacute the rules contained in the

service’s policy to determine whether an authergitaiser should be authorised to access the
service (see Figure 1.4.a for example).

Figure 1.4.a: Example of a Rule
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The aboverule consists of aarget and areffect . An effect defines what happens when
a rule match, either access is granted (Permidgared (Deny). Whereas a match means that the
constraints encoded in the target are satisfie@. fahget and the effect are therefore directly
connected. The target element defines which elesmenst be present in the request and allows
the exact specification of the structure and thetexat of these elements. For example the above
Rule states that access is granted @hect is Permit ) to Subjects having an attribut@ame
whose value iSANY Guest or in the context of the Identity Model to an ilghnamed "SANY
Guest”.

The match constrains in XACML are encoded in spauiach elementssubjectMatch
as shown in the example above is the match elefoestubjects; it specifies constraints on the
subjects of the request. A match element alwaysistsnof a Matchld which specifies the
matching function and a pointer to a specific htite of the element (Subject, Resource, Action
etc.) in the request context. The pointers to tkteibates are delivered in the form of
AttributeDesignator elements. In the example thera SubjectAttributeDesignator which
specifies that the matching functiening-equal is applied on theubject attributename in
the request and the literal valaeNy Guest .
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2. Access Control Viewpoints

Access Control Mechanisms considered as a whoe risther complex topic as for a single
service request a large number of interactions éetwelevant components is necessary. To
help understand the access control concepts andagh@ication we introduce three viewpoints
that at least in a very general way reflect to vealld situations.

2.1. User Viewpoint

The User viewpoint focuses on what a user has to dain access to a secured service.

O ([ ]

—20./ —»

-1 —_—

% % %

Figure 2.1.a: User Viewpoint

A user that wants to invoke an operation of an s&centrolled service has first to register
with the identity provider that is in charge of ussy identities for this particular service.
Depending on the security level of the access obimtirastructure the registration process has to
be performed for example face-to-face or by fillmgf a (online) form. The information the user
has to provide, for example some properties of &ARBchema, depends also on the current
security policy of the service network. This maylude information about membership in
groups or roles the user can have. At least the he®to provide a unique login id and some
kind of credential (a password, a public key, ..gttban be used to prove it's identity. Once the
new user is registered in an instance of the ldeManagement and Authentication Service is
becomes a “known user”.
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If a known user invokes the login operation of thdentity Management and
Authentication Service and provides the correctlendials, it obtains a ticket which states that
the identity provider that issued this ticket caiess the user as known and authenticated.

The authenticated user is now allowed to ask fahasation to access a service of a
service provider that has a trust relationship thi user’s identity provider and thus accepts the
user’s ticket. Depending on the service providacsess policy, which may has to be adapted if
a new user registered, access is granted or rdjecte
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2.2. Service Provider Viewpoint

The Service Provider viewpoint focuses on whatraise provider has to do to access control an
existing service under the assumption that a Ac€asstrol Provider deals with the Access
Control Infrastructure.

ggoa

‘ 3 4 5 lm 28
O O 0 O —9 —» @
: - —
~ * 67
67 T 67 67 2 A %
;20

—~
N

Figure 2.2.a: Service Provider Viewpoint

The first step a service provider has to perforragoure one of it's services is to make the
description of the service available to the acaesdrol provider. In general this is the WSDL
document of the service. If the service to be smtus not a SOAP web-service the access
control provider may be able to setup a simple HFBIBAP-Proxy (not shown in Figure 2.2.a).
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The access control provider is now able to genexgieoxy for the service to be secured.
The proxy handles the authorisation and authemtitads described in chapter 1.1. To force
service clients to make their calls through theeéas controlled) proxy, the original service has
to be protected by a firewall from unauthorisedessc Once the proxy is operational the access
control provider will tell the service provider théRL of the proxy. The service provider has to
ask his firewall provider to grant incoming connecs (from outside the service provider’s
intranet) access to the proxy.

An authenticated user is now able to make a redqoebke proxy. Assuming that his ticket
is accepted and that access is granted by a gubagquest is directed to the underlying service
which sends it's answer back to the user throughptixy.

Please note that an additional step the servioadeohas to do is to formulate appropriate
access policies. The translation into the actualotiles of a XACML policy is a task that can
be performed by the access control provider. Amgta of such a XACML policy can be found
in chapter 1.4.
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2.3. Access Control Provider Viewpoint

The Access Control Provider viewpoint focuses o dbtions necessary to provide a working
access control infrastructure without prior knovgedabout the services to be secured. From a
service provider’s point of view the access coninfiastructure acts like a “Black Box” whose
complexity is well hidden behind a service proxy.tthe following chapter we will have a look
inside this box and explain which steps a serviowigder has to perform setup a access control
infrastructure.

Figure 2.3.a: Access Control Provider Viewpoint
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The first step the access control provider has édopm is to deploy the resource
independent part of the access control infrastrecflihe resource independent part is composed
of the services and clients that are independem the resources to protect, in general this are
service provider’'s services. The components to aephclude the Policy Management and
Authorisation Service and it's inbuilt Policy Deicis Point (e.g. a GeoXACML PDP), the
Identity Management and Authentication Service, Rnefile Management Service, the Policy
Enforcement Service (PEP) and the Administratiaeril

Deployment involves the installation and configioatof the data stores for policies,
profiles and identities (e.g. a PostgeSQL databas&jell as the setup of the appropriate runtime
containers (e.g. Apache Tomcat and Apache AXxis).

After the independent part is installed, the acoesdgrol provider has to generate a proxy
for each individual service to be secured. Proxyegation is fully automatic task assuming the
service provider has valid WSLD descriptions ofg$asvices.
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3.  Working Example: SOS Access Control

We want to secure a Sensor Observation Service)(BSnce by applying our access control
architecture. The following working example does owly illustrate the foregoing concepts, you
will also see which components come into play, Whitanagement interfaces can be used and
what the role of the different access control s&wiis. To explain how the involved components
are installed and configured are beyond the scégbki® tutorial. There are installation guides
and documentation available that deal with the et the runtime environment, service
deployment, proxy generation. Therefore assume &kimg installation of the access control
services and the administration client.

3.1. Creating Profiles, Identities and Policies

Before we can start we have to perform a basicrggcsetup first, that is the provision of
profiles, identities and policies. To keep it simpVe will only create one profile, one identity,
one group identity and one policy. Fortunately,heat the access control services has its own
management interface that allows you to perfornsdhtasks. And, even more fortunately, there
Is a web-based administration client available. Before we discuss the administration client
will first look at the different services and thaiterfaces.

3.1.1 Profile Management Service

The Profile Management Service is responsible ierrhanagement of profiles (create, update,
delete), and their associations to certain idestitiThe identities themselves are stored and
managed in instances of the ldentity ManagementAarttientication Service as we will see in
the next chapter.

The Profile Management Service provides its fumalay through the following interfaces
and operations:

ServiceCapabilities Interface

0 getCapabilities
ProfileManagement Interface
createProfile
deleteProfile
updateProfile
addldentityToProfile
removeldentityFromProfile
getProfiles

O O O O o

So the key functionalities of the ProfileManagemérterface are the registration and
management of user accounts and the correspondimupigtrative tasks (create, update, delete).
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Normally as a service provider or even developar wil not need to call one of those
operations yourself because all management tasksugported by the administration client. If
you however intend to directly access profile daihformation, for example passwords used to
authenticate associated identities in a single-sigiscenario, from your own client application
you have to dig deeper in the specs. For this méryou can refer to the service implementation
specification including the WSDL and the XML-Schesmand the JavaDoc of the reference
implementation.

3.1.2 Identity Management and Authentication Servic e

The Identity Management and Authentication Serimecglements the Identity Management and
the Authentication interfaces. The main purposéhef Authentication Interface is to verify the

identity of a real-world user or service (resp.ithgrofiles) by evaluating a set of given

credentials. The current specification of the IdgntManagement Interface supports

username/password credentials but other types edleatials are possible. The Identity
Management Interface features the management ofitids (create, update, delete) and the
assignment of credentials to certain identitie€ofMmon synonym for the Identity Management
Interface is Authentication Provider (AP) or Idéyniprovider (IP).

The Identity Management and Authentication Serpicavides its functionality through the
following interfaces and operations:

ServiceCapabilities Interface

0 getCapabilities
Authentication Interface

o login

o0 verifySessioninformation
Identity Management Interface
addldentity
deleteldentity
updateldentity
addCredentials
updateCredentials
deleteCredentials
deactivateldentity
activateldentity

O O O O o o O

As well as the Profile Management Interface thentitle Management Interface is fully
supported by the administration client. How to teean identities and how to link it to a profile
will therefore be explained in the administratidiert chapter.
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3.1.3 Policy Management and Authorisation Service

The Policy Management and Authorisation Servicelemgnts the Policy Management and
Authorisation interfaces. The Authorisation Intedaacts as an policy decision point (PDP) and
decides whether some identity (e.g. a user onacggris authorised to access a certain resource.
A resource in the context of the Authorisation ifgee can be an arbitrary service, a service
chain, an information model or a concrete data®&. Policy Management Interface allows the
management (create, update, delete) of XACML pedici

The Policy Management and Authorisation Serviceviges its functionality through the
following interfaces and operations:

ServiceCapabilities Interface
0 getCapabilities

AuthorisationService Interface
0 authorise

PolicyManagement Interface
0 createPolicy

deletePolicy

getPolicy

getPolicies

O O O O

updatePolicy

The Policy Management Interface is responsiblélfermanagement of access policies and
thus plays the role of a policy administration pqiBAP). Access policies can be expressed in
the XACML access control policy language. XACML uefs also a processing model which
describes how the policies shall be interpreteth@lgh also this interface is fully supported by
the administration client you have to provide th&OML by yourself since there is no GUI for
editing the contents of a policy available. Howeveriting XACML policies is not very
complicated. The very basics of XACML have alreden explained in the previous chapter
and a simple example will be shown later.

The Authorisation interface delegates the evalunatibthe policies to a Policy Decision
Point (PDP) which is a software component that baninvoked by the service reference
implementation. In general this operation is caldgdhe Policy Enforcement Point (PEP) unless
you as a service developer want to incorporate ssca®ntrol directly into your service
implementation. But even in this case it is recomdeel to use an integrated PEP (more on this
topic later).
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3.14 The Administration Client

The Administration Client is a web application tdnanistrate the Policy Management and
Authorisation Service, the Identity Management akgdhentication Service and the Profile
Management Service. It is based on the Google Welkif (GWT). So it is a Web Application

that can be used with any browser. Setup and amafign of the administration client is
described in a separate document therefore wenatltliscuss this topic in detail here.

Now we will show you the steps necessary to cragpeofile and an identity, assign the
profile to the identity and create to a policy.dEigyou have to login on the start page of the
Administration client.

Figure 3.1.a: Administration Client — Login Screen

As you may already have guessed also the managenterfaces of the access control
services are access controlled. So you have tom lagih a known identity before you can
perform any administrative task. Therefore during setup of the access control services (PIA)
an identity with administrative rights is creatéd other words in each PIA setup there exists an
initial policy that grants a standard identity agseights on the management operations of the
PIA services. The reference implementation of th& $ervices ships with an SQL script that
creates, besides the general database structswethalinitial identities and policies.

After you have logged in, you will see a bar atdipper end of the page. On the right side,
you see the name of the username identity you leaxged in with and a link to sign out.

Figure 3.1.b: Administration Client - Top Bar

If you click on a child, you will see the corresplamy objects below the header of this
child and the header contains two buttons for teatmn of a new object and for the deletion of
an object. If you click on an object, a view wittetdata of the object will be shown on the right
side of the screen.

After you have logged in, you will see a menu bartloe left side of the screen. This bar
has a Stack Panel with children for the profileg, isername identities, the group identities and
the policies. In our simple example we omit theation of groups. In principle management of
groups is similar to the management of ordinaryiiies.
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To create a new Profile you have to click on tHautton next to the “Profile” header. Note
that for this scenario it's not important what yenter here because the profile information is not
used for authentication or authorisation.

Figure 3.1.c: Administration Client - Menu Bar

On the first Tab of the Profile View, you can sek profile attributes and the
corresponding values. If you select an attributetlom table, you will see the values of the
selected attribute in the list. Below the list,rihés a text field, where you can enter a new value
of the attribute. When you click on the plus bujtthe new value will be added. If you mark one
or more values of the list and click the minus tittthe marked values will be removed from
the attribute.

As already mentioned in the previous chapters youdefine any kind profile attributes.
For interoperability reasons however you shouldksto a standard schema, for example a
LDAP schema. Therefore a default LDAP schema fofilgrand LDAP attributes is defined in
the implementation specification of the profile rmgament service. Since this schema is also a
(configurable) part of the reference implementaiddew profiles and identities will be
initialised with this schema by default. Pleaseentbiat it is not possible to change this schema
afterwards which means that you can only edit tlees of the attributes available but you can’t
delete an existing attribute or create a new one.
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Figure 3.1.d: Administration Client — Identity Info rmation

Once you have successfully created a profile yau start creating a new identify by
clicking on the + button next to the “Username litees” header. The identity type is named
“Username ldentity” because it supports the usemarmpassword authentication mechanism.
There could be any other type of identity, for epéama Pkildeneity, Kerberosldentity, etc, but
currently only the username / password authenticathechanism is supported by reference
implementation of the Identity Management and Aatloation Service. A Groupldentity on the
other hand is a special kind of identity that aggtes several member identities. It cannot be
used for authentication but of course for authtiosa instead of writing policy statements for
each identity you can write only one statement dogroup identity and add the respective
identities to the group. And that is what we widl oh our policy. Therefore we will also have to
create a group identity, but for now let’s starthathe username identity.

On the first tab of the Identity View, you can gke identity attributes. This tab is similar
to the first tab of the profile view, except youncadd new attributes. The attributes of the
profiles are specified by the corresponding Prdffl@nagement Service and the attributes of the
identities can be chosen without restrictions. %ud is a plus button on the right upper corner of
the attribute table. If you click on this buttomuycan add a new attribute.

As you have learned from the SAML and XACML chaptetentity attributes are used for
authentication. So it is essential that you are abldefine additional identity attributes if your
policy demands such. In order to use this iderftityauthentication you have to provide the
mandatory attributes “name” and “type” here. Thelaite “type” must be set to “user” in able
to distinguish between the different identity types
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Figure 3.1.e: Administration Client — Username Idetity View

The second tab of the identity view contains gdnefarmation about the identity. The
first cell contains the information, whether theewame identity is activated, and a button to
activate or deactivate the identity. The secondl @ahtains information about the profile, the

identity is assigned to. With the “change passwdmatton, you can add/change the password of
the password credential of the identity.

The password is the credential that the identitg ba provide in order to become
authenticated. A different identity type may therefhave a different credentials type, e.g. a key
instead of a password. You should remember the rmamie¢he password of the identity as this is
later used to login. Please be also aware thatlemtity must be assigned to a profile before it
can be activated and thus used for authentication.

Figure 3.1.f: Administration Client — Identity Info rmation
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To assign the identity to a profile you must swibactk to the Profile View but for now we
will first create a group identity and add our poessly created identity to this group. Whether
you create or edit a group or a username identgsdot really matter, the service interface is
the same. There are however some slight differemcése administration client GUI: Since a
group identity cannot be used for authenticatibare is no option to change the credentials. The

group identity View has also an additional tab fe@naging the member identities of a group
identity.

You should name your group identity “SOS User” artlthe type to “group”.

Figure 3.1.g: Administration Client — Group ldentity Attributes

Now you can switch to the Member Identity Tab add gour member identity (we named
it “SANY Guest”) to the group.

Figure 3.1.h: Administration Client — Member Identities

Now that we have created a profile and a usernaemstity and a group identity we can
assign the username identity to the profile.

On the second tab of the profile view, you cangassilentities to the profile. Therefore,
you have two lists. The left list contains all itides, which are assigned to the profile, and the
right list contains all identities, which are curtly not assigned to any profile. With the buttons
in the middle, you can assign or unassign idestitiethe profile. Please note that an identity can
only be assigned to one profile at the same time.
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Figure 3.1.i: Administration Client — Assign identiies to profiles

If you switch back to the identity information viesi your “SANY Guest” identity, you
can see that it is now assigned to the Profile wnéhid 1.

Figure 3.1.j: Administration Client — Identity info rmation

So far we have created an identity that can be tesadthenticate, a group that we will use
for authorisation and a profile that representrdad-word user behind the identity. To complete
the basic security setup, we now have to writelecyoClick on the + Button next to the Policy
Header, switch to “edit policy” and enter the faliog xml snippet:
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<Policy  xsi:schemalocation ="urn:oasis:names:tc:xacml:2.0:policy:schema:os
http://docs.oasis-open.org/xacml/access_control-xac ml-2.0-policy-schema-o0s.xsd"
Policyld ="http://localhost:8080/axis2_service/services/Polic yManagementAndAuthorisatio
nService/Policy/1" RuleCombiningAlgld  ="urn:oasis:names:tc:xacml:1.0:rule-combining-
algorithm:permit-overrides" xmins ="urn:oasis:names:tc:xacml:2.0:policy:schema:os"
xmins:xsi  =http://www.w3.0rg/2001/XMLSchema-instance
xmins:ns ="http://www.enviromatics.net/WS/PolicyManagementAnd AuthorisationService/types
[2.0" >
<Target>
<Resources>
<Resource>
<ResourceMatch
Matchld ="urn:oasis:names:tc:xacml:1.0:function:string-equal ">
<AttributeValue DataType ="http://www.w3.0rg/2001/XMLSchema#string" >
http://[demoserver:8080/axis2_service/services/SoapB indingsSOSv3WS01

</AttributeValue>
<ResourceAttributeDesignator
DataType =http://www.w3.0rg/2001/XMLSchemat#string

Attributeld ="urn:oasis:names:tc:xacml:1.0:resource:resource-id" >
</ResourceAttributeDesignator>
</ResourceMatch>
</Resource>
</Resources>
</Target>
<Rule Ruleld ="PermitSOSReadAccess" Effect ="Permit" >
<Target>
<Subjects>
<Subject>
<SubjectMatch
Matchld ="urn:oasis:names:tc:xacml:1.0:function:string-equal ">
<AttributeValue
DataType ="http://www.w3.0rg/2001/XMLSchema##string” >
SOS User
</AttributeValue>
<SubjectAttributeDesignator
DataType =http://www.w3.0rg/2001/XMLSchema#string
Attributeld ="name" />
</SubjectMatch>
<SubjectMatch
Matchld ="urn:oasis:names:tc:xacml:1.0:function:string-equal ">
<AttributeValue
DataType ="http://www.w3.0rg/2001/XMLSchema##string” >
Group
</AttributeValue>
<SubjectAttributeDesignator
DataType ="http://www.w3.0rg/2001/XMLSchema#string”
Attributeld ="type" />
</SubjectMatch>
</Subject>
</Subjects>
<Actions>
<Action>
<ActionMatch
Matchld ="urn:oasis:names:tc:xacml:1.0:function:string-equal ">
<AttributeValue DataType ="http://www.w3.0rg/2001/XMLSchema#string" >
getObservation
</AttributeValue>
<ActionAttributeDesignator
Attributeld ="urn:oasis:names:tc:xacml:1.0:action:action”
DataType ="http://www.w3.0rg/2001/XMLSchema#string” />
</ActionMatch>
</Action>
</Actions>
</Target>
</Rule>
</Policy>
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As already discussed in the previous chapterscipsliare written in XACML. We will
explain the basic XACML constructs used in the pohabove.

Figure 3.1.k: Administration Client — Show Policy Mew

Translated to plain English the policy below spesif that for the service
So0apBindingsSOSv3WS01 only those XACML subjects QAL subjects correspond to
identities) which are members of the group SOS U8wt's our group ideneity) have read
access. Further, the requested action must be get@dtion. All of these properties are mapped
in XACML policies via attributes, which are basiyakey value pairs. Due to this characteristic
of XACML, it is possible to express arbitrary reabrld concepts as properties, e.g. roles,
groups, company branch or department. Because ithar®t of boilerplate XML in the example
code the interesting parts are marked in red boxes.
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Figure 3.1.1: Example of a XACML Policy

As in the policy example before, in plain Engliste trequest below wants to access the
resource SoapBindingsSOSv3WSO01. The requester nermber of the group SOS USER.
Further, the action element indicates that the st would like to access the getObservation
operation.
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3.2. The Resource Access Procedures within an Acces s
Controlled System

Within this chapter we want to gain a deeper urtdaing of the ongoing procedures during a
user’s resource access. Those procedures aredranspo the user so they are worth to have a
look at to understand the Access Control System)yA@ore comprehensively.

We want to illuminate the login procedure of thesrusreated in the previous chapter
which is already known to the ACS. The user wilifpam a login providing his identity and the
corresponding credentials. In response to that Ik receive two valid tickets (SAML
assertions), one ticket for it's identity and amiéidnal one for it's group identity. Using those
tickets the user will try to access the getObs@&wmabperation of a SOS which is secured by a
proxy. Finally he will receive the desired resporsscause he is allowed to invoke the
getObservation operation of that particular SOS.

3.21 The Login

To login to an ACS system means to provide an ltde@redential-Tuple to the login operation
of an ldentityManagementAndAuthenticationServic®AS). The login operation expects an
AuthnRequest element defined by tBAML Protocol SchemaThis AuthnRequest has to
contain the necessary login information in a carfarm. In this example we use the identity
with the username ‘SANY Guest’ and the Credentiahie form of a password, namely ‘guest’.
So the AuthnRequest sent to the IMAS looks liks:thi

Figure 3.2.a: AuthnRequest

The IMAS receiving this request looks up the predddentity and finds it. Then the
service validates the provided Credential accortiriipe Identity. Here the tuple is valid and the
IMAS creates a ticket containing Identity infornmati and information about the login itself.
After creation of the Identity’s ticket the IMAS d@itionally looks up groups this Identity is
member of. In this case it also attaches a tickettie group named ‘SOS User’. So the user
receives two valid tickets containing informatioriah will be used for access authorisation
later. The most essential information for this epacan be found here:
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Figure 3.2.b: login response (extract)

Basically any information provided in the SAML ad&ms can be used for an
authorisation decision.

3.2.2 The Resource Access

After the user has logged in to the system he gatotaccess the desired resource. To do so he
simply sends his usual request to the Proxy aratlat his SAML assertions to the SOAP
header. The ACS does not care about any additieader. It just forwards all additional, ACS
unrelated information. So it does not interferewéity other SOAP header-using service.

The Proxy denies all requests by default if they i contain at least one SAML
assertion, except for the getCapabilities operafidns operation will not be secured at all.

In this example the user requests the getObsernvatperation through the Proxy and
attaches the previously received SAML assertionsth® Proxy creates a request context which
will be understood by a PEP. The Proxy looks upRE® in charge and invokes the doRequest
operation.

The PEP examines the context and extracts the SAddkertions. It creates a
verifySessioninformation request and sends it €olWAS that issued the assertions. The IMAS
completely validates the content of the tickets dadides that they are still valid, because they
have not been modified by anyone. So the IMAS espliith a positive response. The PEP now
creates a XACMLAuthzDecisionQuery from the contekhe XACMLAuthzDecisionQuery
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element is defined by the XACML 2.0 SAML protocathema. Within this query we can
identify some previously already mentioned infonim@aiabout the requesting user:

Figure 3.2.c: XACMLAuthzDecisionQuery (extract)

One of the subject elements represents the greengitd and therefore contains the name
and type attribute. Also the requested resourceaatidn is mentioned in this query. They will
also be used to come to an Access Control decision.

The PolicyManagementAndAuthorisationService istdrget of that query. It matches the
content of the query against the available XACMLiges. In this example there exists the
policy we created in the previous chapter.
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Figure 3.2.d: Matching Policy (extract)

This policy defines a general ResourceMatch fot fheticular SOS we request. This
ResourceMatch renders the policy relevant for tikee&s Control decision. After that the PDP
checks whether the Policy defines a Rule that neast¢he request. Here we have a Rule that
matches the group of our example user in combinatith the getObservation operation, the so
called Action. Hence this Rule has the effect ‘Aérand the rule combining algorithm is
declared as ‘permit-overrides’ the PDP comes tositipe Access Control decision in form of a
XACMLAuthzDecisionStatement. The PEP receives fiiétdement and as it is positive it looks
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up the original request from the context and sentdsthe final receiver, here the example SOS.
The response of the SOS is then returned all tlyebaek to the requesting user.
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